


   
 

      

[VIAC x AUSCHAM WEBINAR SERIES 2026] 

Topic 03 – “AI, Digital Transformation and Cyber Resilience: What 
Businesses in Vietnam Should Prepare For?” 

 
INTRODUCTION 

As Vietnam’s business landscape rapidly evolves in the age of artificial intelligence and digital 
transformation, companies are facing unprecedented opportunities alongside growing 
cybersecurity risks. This webinar, “AI, Digital Transformation and Cyber Resilience: What 
Businesses in Vietnam Should Prepare For?”, will provide practical insights into how 
businesses can harness emerging technologies while strengthening their resilience against 
evolving cyber threats. 

The session will bring together technology experts, digital transformation leaders, and 
cybersecurity practitioners to discuss the opportunities and challenges AI presents for 
businesses in Vietnam, the key digital transformation trends shaping industries, and the cyber 
resilience strategies organizations should adopt to stay secure and competitive. 

Key topics include: 

    AI and Digital Transformation Trends – Explore how AI is reshaping business 
operations, decision-making, customer engagement, and productivity across industries 
in Vietnam. 

    Emerging Cybersecurity Risks in the AI Era – Understand the evolving threat 
landscape, including AI-powered cyberattacks, data breaches, ransomware, and other 
digital vulnerabilities businesses must prepare for. 

    Building Cyber Resilience – Learn practical strategies to strengthen cyber 
preparedness, improve incident response, and ensure business continuity in an 
increasingly digital environment. 

This session is ideal for AusCham members, business leaders, technology professionals, risk 
managers, and companies seeking to accelerate digital transformation while safeguarding their 
operations against cyber threats. 

 

GENERAL INFORMATION 

Time: 09:30 AM – 11:30 AM (GMT+7), Thursday, 23 July 2026 

Format: Virtual via Zoom (VIAC) 

Language: English 

Tickets: FOC for All 

 

 



   
 

      

AGENDA 

Timeframe Content 

9.15 – 9.30 AM Welcoming 

9.30 – 9.40 AM Opening Remarks and Introduction  

Representative from the Australian Chamber of Commerce in Vietnam 
(AusCham) 

9.40 – 10.10 AM Session 1: AI and Digital Transformation in Vietnam – Legal and 
Regulatory Landscape 

Mr. Colin Blackwell – CEO, Enablecode / Chairman, Hyperion Fintech 
AG  

- AI adoption trends in Vietnam  
- Key regulations affecting AI, data, and digital operations  
- Personal data protection and compliance obligations  
- Emerging governance around AI accountability and responsible use 

10.10 – 10.40 AM Session 2: Cyber Risks in the AI Era – Emerging Threats for 
Businesses – Risk Mitigation and Response Strategies for 
Businesses 

Mr. Sam Russell-Vick – Regional Cyber Lead, QBE Asia 

- How AI changes the cyber threat landscape  
- New attack vectors: phishing, deepfakes, ransomware, insider risks  
- Real business impacts: financial loss, operational disruption, 
reputational damage  
- Common gaps in corporate cyber preparedness 
- Role of cyber insurance in risk transfer 

10.40 – 11.20 AM Session 3: When Things Go Wrong – Disputes in the Digital Economy 

Mr. Luu Xuan Vinh – Founder & Managing Partner, Asia Legal, FCIArb, 
FSIArb, FACICA 

- Common disputes involving AI and digital transformation  
- Cyber-attacks as a way to escape from contractual obligations?  
- Electronic evidence and e-discovery: From data privacy to evidentiary 
disclosure 

- Why arbitration for tech disputes? 

11.20 – 11.30 AM Q&A 

Moderated by: Mr. Luu Xuan Vinh – Founder & Managing Partner, Asia 
Legal, FCIArb, FSIArb, FACICA 

11.30 AM Closing 
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UP TO 4x
Foreign firms' digital-sector output advantage
can be up to four times greater.

The gap varies by sector and measure. The strategic point does not.

AI WILL MAKE THIS WORSE - UNLESS DOMESTIC CAPABILITY CATCHES UP.
Source: OECD, FDI Qualities Review of Viet Nam (2026), Section 3.2.3 and Figure 3.5.



BOARDROOM REALITY

The law is not
the slow part.

Your company is.

OWNER Who is accountable?

INVENTORY What AI is actually in use?

APPROVAL What can be deployed, by 
whom?

MONITOR What evidence is kept?

RESPOND What happens when it fails?

A policy without an owner is just a PDF.

The rules changed on 1 July.
Most companies did not.
Vietnam's Cybersecurity and Digital Transformation laws are now 
in force.

ALREADY LIVE

1 JUL 2025
1 JAN 2026
1 MAR 2026

Data Law
Personal Data Protection Law + Decree 356
Artificial Intelligence Law

1 JUL 2026 Cybersecurity Law  |  Digital Transformation Law

The operating gap just became a compliance gap.

The question is no longer whether your business is using AI.
It is whether you can explain what it is doing.

Sources: Law 116/2025/QH15 and Law 148/2025/QH15; both effective 1 July 2026.



2026
THE RULES ARE LIVE

Vietnam did not wait for
the rest of the world.
The ambition was never the problem. Execution is.

THE REGULATORY STACK NOW IN FORCE

1 1 JUL 2025 Data Law 60/2024/QH15 Data governance and protection

2 1 JAN 2026 PDP Law 91/2025/QH15 Personal data duties + Decree 356

3 1 MAR 2026 AI Law 134/2025/QH15 Risk, transparency and accountability

4 1 JUL 2026 Cybersecurity Law 116/2025/QH15 Unified cybersecurity obligations

5 1 JUL 2026 Digital Transformation Law 148/2025/QH15 Digital operations and transformation

FIVE LAWS. ONE OPERATING MODEL. NO PLACE LEFT TO HIDE.

Sources: official Government legal database, vanban.chinhphu.vn. Business overview only; confirm application with Vietnamese counsel.

The AI Law does not regulate intelligence.
It regulates responsibility.
Three verbs describe the job.

1  CLASSIFY
High, medium or low risk. Medium and high-risk systems require formal 
classification and notification.

2  DISCLOSE
Tell people when they are interacting with AI. Label synthetic audio, 
images and video where required.

3  CONTROL
Maintain human oversight, safety, records, incident handling and the 
ability to explain what happened.

EXISTING SYSTEMS
DO NOT GET A FREE 

PASS

12 MONTHS
Most existing AI systems

18 MONTHS
Healthcare, education and finance

PROVIDER  /  DEPLOYER  /  USER
Different roles. Different duties. Know which one you are.

Source: Law 134/2025/QH15, Arts. 9-15 and 34-35. Effective 1 March 2026.



Your AI strategy is already a data strategy -
whether you admit it or not.
Personal data is where interesting experiments become real 
obligations.

1 Know what enters the model
Map personal data, prompts, outputs, logs and training data.

2 Document the purpose
Record access, retention, vendors and the legal basis for processing.

3 Assess the impact
Complete processing and cross-border transfer assessments where required.

4 Put somebody in charge
Assign accountable personal-data protection personnel and escalation routes.

5 Prepare for failure
Build an incident process before a breach, complaint or regulator request.

60
DAYS

The clock starts when
processing starts.

DECREE 13 IS NOT THE CURRENT ANCHOR.
The 2025 Personal Data Protection Law + Decree 356 are. Source: Law 91/2025/QH15, Arts. 21-22; Decree 356/2025/ND-CP. Business overview only.

90 DAYS
NO COMMITTEE REQUIRED

EVIDENCE
FIRST.

The next 90 days: find it,
classify it, control it.
Do not start with a committee. Start with evidence.

0-30 FIND IT
Inventory AI systems, shadow use, data flows and vendors.

31-60 CLASSIFY IT
Determine risk, legal role, impact assessments and human 
decision points.

61-90 CONTROL IT
Set approval, contracts, logging, incident response and 
workforce training.

If nobody owns the system,
everybody owns the failure.



AI is not ultimately about
technology or law.
It is a workforce transformation.

Technology and compliance are necessary. Neither is sufficient.

The organisations that succeed with AI will not be those with the best technology or 
the biggest compliance file — but those that adapt their people and operating models 

the fastest.



The Role of Cyber Insurance 
in an Emerging Threat 
Landscape
Date: 23rd July 2026

Sam Russell-Vick – Regional Cyber Lead, Asia
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2 QBE Cyber Coverage

3 QBE Claim Case Studies



Emerging Cyber
Threat Landscape

Ransomware

Ransomware remains the 
defining threat to almost all 

sectors

Extortion
The tempo of extortion 

attacks is at an all 
time high by the end of 2025

Social Engineering
Social engineering, perimeter 

exploitation and identity theft are 
key enablers

Supply Chain
Supply chain attacks are 

another key risk 
area for many organisations

Payment
Percentage of extortion cases 
resulting in payment increased

State Sponsored
State sponsored activity aligning 
heavily with national priorities

Long Term Access
Long-term access and pre-
positioning as key strategic 
priority

AI Usage
Significant increase in use of AI to 
enhance cyber capabilities

Key Cyber Claim Trend Triggers

4

Key Threat Trends
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GenAI: A New Weapon for Threat Actors

• Multilingual adaptation
• Disinformation content: In 2024, 

Arup, an engineering firm based in 
the Hong Kong, fell victim to a 
deepfake attack, which led to a 
loss of $25 million.

Information Operations

• Vulnerability exploitation
• Malware advancement; Prompt 

flux is an AI-driven malware that 
leverages LLM APIs (Gemini) to 
dynamically rewrite itself, 
generate malicious code and 
evade detection.

Technical Operations

• Identity Generation
• Social Engineering Optimization: 

With the assistance of advanced 
AI tools such as ChatGPT, an 
attacker can generate a phishing 
login page in under ten minutes.

Social Engineering

IBM Phishing 
Study

IBM X-Force conducted a controlled study pitting AI (via ChatGPT) against experienced human social 
engineers in crafting phishing emails. The AI produced highly convincing, targeted phishing messages 
in just 5 minutes using five prompts—compared to the 16 hours the human experts took—and, 
alarmingly, its effectiveness was nearly equivalent to that of the humans*. 

Adversary use of Gen AI spans three primary sectors:

QBE Report: Reimagining 
Commercial Espionage and 

Fraud in the Era of Agentic AI

 

Cyber Threat Analysis
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Legal & Professional Services (LPS) Sectors 

Executive Summary

• The cyber threat to the LPS sector has remained a key risk as we 
progress through 2026.

• It remains one of the most targeted sectors by highly active and 
sophisticated ransomware actors, as well as some state 
sponsored groups.

• The legal and professional services sector should remain aware of 
broader threat trends including how social engineering (AI 
Enhanced) and the exploitation of critical vulnerabilities has 
increasingly enabled threat actors to launch highly impactful 
attacks in 2025.

• While ransom payment rates have generally decreased, the legal 
sector remains one of the most heavily targeted sectors by 
ransomware actors.

• So far in 2026, the sector remains one of the most targeted 
globally, with high numbers of known victims across the US, UK, 
Australia and Asia.

Ransomware & Extortion

• New groups have emerged, existing groups have ramped up their 
operations, while others have disappeared.

• What is clear is that ransomware and data extortion continues to 
be the most significant threat to almost every industry vertical, 
especially the LPS sector. 

QBE Report: Cyber Threats Legal 
and Professional Services Sector

 



Asia Threat Landscape 

Number of publicly known ransomware victims between 
Jan 2025 – Jan 2026

Top ransomware groups in Asia: Number of victims by 
group between Jan 2025 – Jan 2026
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QBE Cyber Coverage



QBE Cyber Coverage
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1. Third Party Liability Risk

2. First Party Risk

3. Business Interruption & Reputation Risk

Topics to cover:

Third Party Liability



Third Party Liability Risk

QCyberProtect: Third Party Liability Risk Source 11

What is the current situation?

• Companies are consuming data like never before, “Data is the new 
oil” [1]

• Regulators around the world have varying laws and regulations, 
including regulations around the development and use of AI.

• The Data Privacy Laws are changing and becoming more onerous and 
evolving to address AI related exposures.

[1]

Third Party Liability Risk

12

What is the problem?

• Increasing public concern for data privacy around the world. I.e. Data 
privacy driven lawsuits and class actions are on the rise. [1]

• Regulators are getting tougher. E.g. Fines & Penalties are increasing 
under the new Vietnam PDPL regulation (Up to 5% annual revenue 
fine). [2]

• Operational and real-world implications for businesses:

➢ Vietnam PDPL 2025, effective 1 January 2026, notification of data breach 
related incidents within 72 hours [3]

➢ The Cyberspace Administration of China (“CAC“): new stricter and 4-hour 
data breach reporting requirements for certain incidents [4]

➢ Singapore PDPA mandates you must notify within 3 business days. [5]

QCyberProtect: Third Party Liability Risk

[6]



Third Party Liability Risk
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What is the solution?

QCyberProtect: Third Party Liability Risk

Cyber Insurance!

Third Party Liability Risk

14

• Worldwide protection against civil data privacy damages and 
disputes.

• Worldwide protection against data privacy related regulatory 
insurable fines and penalties.

• Worldwide protection against regulator cyber security acts 
obligations.

• Legal counsel support and assistance with managing regulatory 
data breach notification requirements.

• PCI-DSS liability.

• Media content liability.

• AI regulations concerning the development and use of AI.

QCyberProtect Coverage

QCyberProtect: Third Party Liability Risk



First Party Risk

First Party Risk

QCyberProtect: First Party Risk16

What is the current situation?

• We’re more reliant on Information Technology than ever before.

• Nearly every company uses technology in one shape or form.

• Technology has allowed us to be more productive and efficient.

[1]



First Party Risk

QCyberProtect: First Party Risk19

• Access to 24/7 specialist incident response services.

• Digital forensic investigation and response.

• Crisis communication and public relations.

• Ransomware negotiations and legal payments.

• Third-party system hosting while your systems are being brought 
back online.

• Hardware replacement costs.

• Large Language Model (LLM) jacking costs.

• Cyber crime coverage around fund transfers and social 
engineering losses.

QCyberProtect Coverage

Business Interruption 
& Reputation Risk



Business Interruption & Reputation Risk

QCyberProtect: Business Interruption Risk21

What is the current situation?

• Technology allows our businesses to operate around the clock.

• We can leverage technology to become more efficient.

• It enables us to offer a better service, and customs are drawn to that.

[1]

Business Interruption & Reputation Risk

QCyberProtect: Business Interruption Risk22

What is the problem?

• Financial Loss. E.g. Loss of Income.

• Inability to function and loss of quality control. E.g. Errors in 
production.

• Consequential Reputational Loss. Ie. Loss of customers.

[1]



Business Interruption & Reputation Risk
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What is the solution?

QCyberProtect: Business Interruption Risk

Cyber Insurance!

Business Interruption & Reputation Risk

QCyberProtect: Business Interruption Risk24

• Loss of net profit (before tax) arising from a broad range of cyber 
scenarios:

• Cyber attacks.

• Non-malicious system failures.

• Voluntary shutdowns.

• IT-Services provider outages.

• Non-IT services providers cyber incidents (supply chain risk).

• Loss adjusting quantification costs.

• Loss of net profit (before tax) that the insured would have earned 
if not for the adverse publicity.  

QCyberProtect Coverage



QBE Claim Case Study

Claims expertise that restores control fast 

A law firm in Asia experienced a 
sophisticated ransomware attack after a 
threat actor gained access via a 
compromised VPN. 

Once inside the network, the attacker 
escalated privileges, encrypted virtual 
machines, and exfiltrated sensitive data, 
resulting in system lockout and a ransom 
demand of USD 400k.

QBE Claims immediately activated incident 
response and coordinated a full forensic, legal, 
and containment strategy.

Working closely with specialist partners:

• Deployed enterprise-grade endpoint 
monitoring to identify and isolate the threat

• Removed threat actors and secured affected 
systems

• QBE’s panel specialists facilitated and 
managed the ransom payment down to USD 
100k

• Supported regulatory notification 
requirements where needed

The Incident

Case Study: Smart containment and cost-efficient recovery
Client: Law Firm - Asia
Industry: Legal Services
Challenge: Ransomware attack with confirmed data exfiltration and multi-system encryption

The QBE difference

• Insured restored operations safely after 
containment and isolation of encrypted 
systems

• Regulatory response was supported 
through forensic analysis and 
documented findings

• Cost-effectively managed through 
ensuring all activities fell within covered 
sections

• Coordinated with the client to mitigate 
reputational and operational impact

The Outcome



AI, Digital Transformation and 
Cyber Resilience: 
What Businesses in Vietnam 
Should Prepare For?

Session 3: When Things Go Wrong – 
Disputes in the Digital Economy

PRESENTED BY:

LL.M. / Attorney-at-Law LUU XUAN VINH

E: vinh.luu@asialegal.vnM: 091 626 3656 W: asialegal.vn | dataprivacy.vn

• Founding & Managing Partner | Asia Legal
• Fellow | CIArb, SIArb, ACICA
• Arbitrator | VIAC (Vietnam), DIAC (Dubai), ACICA (Australia), SHAC 

(PRC)
• Head of Legal | Swiss-Vietnam Economic Forum (SVEF)
• Head of International Relations | Vietnam M&A Association (VMAA)
• Deputy Head of Legal Committee | Vietnam Association of Foreign 

Invested Enterprises (VAFIE)
• Law Lecturer | Judicial Academy of Vietnam
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PART 01
COMMON DISPUTES INVOLVING AI 

AND DIGITAL TRANSFORMATION



US AI Disputes Tracker (Fisher Phillips LLP) - tracks U.S. disputes involving 
AI across all 50 states, classified by sector and area of law. 
Coverage: 25 February 2021 – 22 June 2026.
AI Litigation Tracker

Total cases recorded

Top sector - Real estate

245 cases

22 cases

Top area of law - Artificial intelligence 88 cases

78 cases

Top sector - Technology 146 cases

Area of law - ALPR (automated license plate recognition) 34 cases

Area of law - Privacy

Metrix Result

Total cases recorded

Top sector - Real estate

245 cases

22 cases

Top area of law - Artificial intelligence 88 cases

78 cases

Top sector - Technology 146 cases

Area of law - ALPR (automated license plate recognition) 34 cases

Area of law - Privacy

Metrix Result

COMMON DISPUTES INVOLVING AI AND DIGITAL TRANSFORMATION 

Global Disputes Forecast 2025 - 44% of respondents flag AI-related disputes as a significant risk. 
Baker McKenzie Annual Disputes Survey: Technology-Related Issues Top 2025 Disputes Risk 

Total cases recorded 245 cases

Top sector - Technology 146 cases

Metrix Result

Data privacy & security 60%

Top sector - Real estate 22 cases
IP disputes (infringement risk in AI-generated output, third-party trademark / 
personality rights, ownership & protectability of AI-assisted content) 55%

Ethical disputes 59%

Concern Share of respondents

COMMON DISPUTES INVOLVING AI AND DIGITAL TRANSFORMATION (Cont.) 



Reported AI incidents have risen sharply - staying under 100/year until 2022 and reaching 362 in 2025.
Artificial Intelligence Index Report 2026 

COMMON DISPUTES INVOLVING AI AND DIGITAL TRANSFORMATION (Cont.) 

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

01. Intellectual Property Disputes

02. Data Privacy & Security Disputes

03. Hallucination and Bias Disputes

04. Service Level Agreement and Smart Contract Disputes

COMMON DISPUTES INVOLVING AI AND DIGITAL TRANSFORMATION (Cont.) 



https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

01. Intellectual Property Disputes

a) Input/Training Data: AI developers routinely engage in the unauthorized mass extraction of data 
(web scraping) from the internet for the purpose of training machine learning models, in the absence of 
any express license or consent from the data rights holders.

Case Study: The New York Times v. OpenAI and Microsoft 

b) Output/AI-generated Content: Who owns works generated by AI? 

Case Study: 

• Li Yunkai (Beijing Internet Court, judgment of 17 November 2023;
• Thaler v. Perlmutter (United States Court of Appeals, No. 23-5233, decided 18 March 2025)

COMMON DISPUTES INVOLVING AI AND DIGITAL TRANSFORMATION (Cont.) 

02. Data Privacy & Security Disputes

Insider Threats: Employees inputting proprietary source code or sensitive client data—such as 
medical or financial records—into ChatGPT for analysis pose a significant risk. 

Case Study: 

• Samsung Semiconductor (2023)
• Adobe data breach

Compliance Landscape in Vietnam: Decree 356 has further tightened regulations governing cross-
border data transfer and mandates impact assessments for fully automated algorithmic decision-
making systems. 

COMMON DISPUTES INVOLVING AI AND DIGITAL TRANSFORMATION (Cont.) 



03. Hallucination and Bias Disputes

a) Financial Liability Arising from AI Misinformation;

Case Study: Moffatt vs Air Canada (February 2024)

b) Algorithmic Bias in Recruitment and Lending

Case Study: U.S. Equal Employment Opportunity Commission (EEOC) vs iTutorGroup (2023)

04. Service Level Agreement and Smart Contract Disputes

a) Breach of AI Service Level Agreements (SLAs);

b) Implementation Errors in Smart Contracts

Case Study: MD Anderson v. IBM Watson (2017)

COMMON DISPUTES INVOLVING AI AND DIGITAL TRANSFORMATION (Cont.) 

PART 02
CYBER-ATTACKS AS A WAY TO ESCAPE 

FROM CONTRACTUAL OBLIGATIONS



https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Statistics on the losses incurred following cyber incidents: Cost of Data Breach Report 2025 (IBM)
Global average cost of a data breach: USD 4.44 million.
Cost of a Data Breach Report 2025

Figure - Global average cost of a data breach

CYBER-ATTACKS AS A WAY TO ESCAPE FROM CONTRACTUAL OBLIGATIONS 

Statistics of Cyberattacks in Vietnam
Vietnam - National Cybersecurity Association (2025): data security is becoming a major challenge 
as Vietnam's digital transformation accelerates.
Over 50% of agencies and businesses hit by cyberattacks in 2025 

Total cases recorded 245 cases

Top sector - Technology 146 cases

Metrix Result

Cyberattacks on Vietnamese systems (2025) ~552,000 (↓ 19.38% vs. 2024)

Top sector - Real estate 22 cases
Top 5 attack types (2025) DDoS, blacklinking, APTs, data theft, 

ransomware

Organizations reporting actual damage (2025) 52.30% (↑ 46.15% vs. 2024)

Metrix Result

CYBER-ATTACKS AS A WAY TO ESCAPE FROM CONTRACTUAL OBLIGATIONS 
(Cont.) CYBER-ATTACKS AS A WAY TO ESCAPE FROM CONTRACTUAL OBLIGATIONS (Cont.) 



https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

1) Using Cyberattacks as a "Force Majeure" Shield
When enterprises fall victim to cyberattacks—such as ransomware or DDoS—that result in system outages, 
client data breaches, or delivery delays, they frequently invoke "Force Majeure" clauses to evade liability for 
breaching Service Level Agreements (SLAs). However, under contemporary legal frameworks (including the 
2015 Civil Code of Vietnam), a standard cyberattack rarely satisfies the strict legal requirements to qualify as a 
Force Majeure event.

2) Staged Cyberattacks
This represents the "dark side" of the digital economy, particularly prevalent in the realms of Blockchain, 
Smart Contracts, and Digital Assets. Development teams may intentionally embed vulnerabilities within the 
source code, subsequently feigning a cyberattack to legitimize the misappropriation of millions of dollars 
from partners or investors.

Case Studies:
• Paris Court of Appeal, Case No. 18/03616 (Judgment of 7 February 2020, France)
• NotPetya
• Heritage Valley Health Sys. v. Nuance Communs., Inc. (United States, 2020)

CYBER-ATTACKS AS A WAY TO ESCAPE FROM CONTRACTUAL OBLIGATIONS (Cont.) 

Force Majeure Test 

Total cases recorded 245 cases

Top sector - Technology 146 cases

Metrix Result

Objectivity (External occurrence) Satisfied (provided that no insider 
involvement is proven).

Top sector - Real estate 22 cases
Irresistibility (Unavoidable despite all 
measures)

Not satisfied. Most breaches result 
from outdated security systems or 
human negligence

Unforeseeability
Not satisfied. Enterprises are 
expected to anticipate and mitigate 
such risks when operating digitally.

Force Majeure Criteria Legal Findings

245 cases

146 cases

Result

Cyberattacks are perpetrated by third-party 
hackers.

22 cases

Were security patches updated? Are there 
independent backup systems? Was data 
encrypted to standard?

Cyberattacks occur daily and constitute an 
inherent risk in the digital economy.

Application to Cybersecurity Risks

CYBER-ATTACKS AS A WAY TO ESCAPE FROM CONTRACTUAL OBLIGATIONS (Cont.) 



PART 03
ELECTRONIC EVIDENCE AND E-DISCOVERY: FROM 

DATE PRIVACY TO EVIDENTIARY DISCLOSURE

1) The Core Paradox: Duty of Disclosure vs. Data Privacy
When commercial disputes arise, particularly in international arbitration centers (e.g., VIAC, SIAC, ICC), 
the principle of "Transparency" mandates that parties produce all relevant evidence. In the digital era, 
however, this clashes head-on with the principle of "Data Privacy”

Total cases recorded 245 cases

Top sector - Technology 146 cases

Metrix Result

Broad Collection: Requirement to 
gather all emails, messages, and 
server data to locate evidence.

Excessive data collection 
constitutes a violation of the data 
minimization principle.

Disclosure: Production of evidence 
to Arbitrators, opposing counsel, and 
experts.

Unredacted production of evidence 
constitutes a data breach.

E-Discovery Principle Legal Flashpoint

245 cases

146 cases

Result

Data Minimization: Requirement to process 
data only to the extent necessary for the 
original purpose.

Confidentiality & Access Restrictions: 
Prohibition of third-party access to personal 
data without consent.

Data Privacy Principle

ELECTRONIC EVIDENCE AND E-DISCOVERY: 
FROM DATA PRIVACY TO EVIDENTIARY DISCLOSURE



https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

2) E-Discovery in the AI Era: Using Technology to Address Technology
Historically, reviewing millions of documents to extract evidence was a month-long, multi-million dollar 
undertaking. Today, we utilize Technology-Assisted Review (TAR) to solve this:

Predictive Coding: Senior counsel merely needs to review and label a few hundred sample documents 
as "relevant" or "non-relevant." The Machine Learning (ML) model then learns the counsel’s legal logic 
and automatically scans the remaining millions of documents with high percentage of accuracy.

Sentiment & Network Analysis: Modern E-discovery tools go beyond keyword searches. AI can map 
"Relationship Networks" (identifying who chats with whom late at night) and detect shifts in sentiment 
within Slack/Teams messages (from professional to panicked/evasive) to pinpoint the exact location of 
the "Smoking Gun."

ELECTRONIC EVIDENCE AND E-DISCOVERY: 
FROM DATE PRIVACY TO EVIDENTIARY 
DISCLOSURE (Cont.)

ELECTRONIC EVIDENCE AND E-DISCOVERY: 
FROM DATA PRIVACY TO EVIDENTIARY DISCLOSURE (Cont.)

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

3) The Legal Scenario in Vietnam: Cross-border E-Discovery & Decree 356/2025
When FDI companies or Vietnamese corporations participate in international arbitration (e.g., in Singapore), 
E-discovery processes often collide with severe domestic legal barriers.

The Scenario: A Ho Chi Minh City-based firm exports its entire accounting server and internal email 
database, compresses it into a Zip file, and transfers it via Cloud to an Arbitral Tribunal in Singapore as 
evidence.

Legal Violations: Under Decree 13/2023 and the newly enacted Decree 356/2025, this action constitutes 
"unauthorized cross-border transfer of personal data.“

Consequences: The enterprise may win the case in Australia, but upon returning to Vietnam, it will face 
astronomical fines and potential suspension of its data processing activities because it failed to file a Data 
Protection Impact Assessment (DPIA) with the Ministry of Public Security and failed to obtain necessary 
consent from the data subjects mentioned in those emails.

ELECTRONIC EVIDENCE AND E-DISCOVERY: 
FROM DATE PRIVACY TO EVIDENTIARY 
DISCLOSURE (Cont.)

ELECTRONIC EVIDENCE AND E-DISCOVERY: 
FROM DATA PRIVACY TO EVIDENTIARY DISCLOSURE (Cont.)



https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Practical Scenario: Disputes arising from "Shadow IT" in Vietnam
Context: Many businesses in Vietnam bypass official channels, opting to conduct business and contract 
negotiations via employees' personal Zalo, Viber, or Telegram accounts—a phenomenon known as 
"Shadow IT”

The Dispute: Upon discovering fraud or partner misconduct, the company demands that an employee 
surrender their personal phone to extract Zalo messages as evidence for litigation. The employee refuses, 
citing the constitutional right to privacy of correspondence and the Personal Data Protection Law.

Deadlock: The company cannot introduce these messages before a court or tribunal without proving the 
legality of the collection. Furthermore, they risk a counter-suit from the employee for privacy infringement.

ELECTRONIC EVIDENCE AND E-DISCOVERY: 
FROM DATA PRIVACY TO EVIDENTIARY DISCLOSURE (Cont.)

PART 04
WHY ARBITRATION FOR 

TECH DISPUTES?
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01. The Right to Appoint "Tech-Savvy Arbitrators“

02. Absolute Confidentiality

03. Procedural Flexibility & E-Discovery

04. Global Enforceability

WHY ARBITRATION FOR TECH DISPUTES?

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

01. The Right to Appoint "Tech-Savvy Arbitrators”
The Judicial Challenge: lack the capacity to interpret source code, comprehend the "black box" nature of 
AI algorithms, or decipher the mechanics of Smart Contracts. 

The Arbitral Advantage: Autonomy to select your arbitrator who possesses not only legal acumen but 
also an engineering or technological background. 

02. Absolute Confidentiality (The Lifeblood of Tech)
The Judicial Challenge: Court proceedings are typically public. Litigation filings and evidence—including 
proprietary source code, business strategies, and client lists—risk being exposed to the press or 
competitors.

The Arbitral Advantage: Confidentiality is the default. The entire proceeding, including E-discovery data 
and the final award, remains private. 

WHY ARBITRATION FOR TECH DISPUTES? (Cont.)



https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

03. Procedural Flexibility & E-Discovery
The Judicial Challenge: Court procedures are often rigid and struggle to keep pace with technological advancements. 
Traditional E-discovery protocols are frequently sluggish and lack the sophisticated digital tools required for complex 
tech disputes.

The Arbitral Advantage: The Arbitral Tribunal can establish tailored "Procedural Orders" for the case. You can reach 
an agreement on the data extraction methodology, the use of AI for Technology-Assisted Review (TAR), and the 
verification of forensic digital evidence (such as log files), ensuring the most efficient process possible without being 
constrained by outdated civil procedure codes.

04. Global Enforceability
The Judicial Challenge: A national court judgment is notoriously difficult to recognize and enforce in other jurisdictions, 
often requiring a complex, multi-layered validation process.

The Arbitral Advantage: Under the 1958 New York Convention, arbitral awards are recognized and enforceable in 
over 170 countries. For cross-border technology contracts (e.g., a Vietnamese company hiring developers in India and 
selling solutions to a Japanese client), this is the "golden key" to securing your rights if a partner defaults or absconds.

WHY ARBITRATION FOR TECH DISPUTES? (Cont.)

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

“Any dispute arising out of or in relation with this contract shall be resolved by arbitration at the Vietnam 
International Arbitration Centre (VIAC) in accordance with its Rules of Arbitration”.

Parties may wish to consider adding:

(a) the number of arbitrators shall be [one or three].
(b) the place of arbitration shall be [city and/or country].
(c) the governing law of the contract [is/shall be] the substantive law of [ ].*
(d) the language to be used in the arbitral proceedings shall be [ ].**

Note:
* For disputes which involve a foreign element.
** For disputes which involve a foreign element or disputes in which at least one party is an enterprise 
with foreign investment capital.

Link: Model Arbitration Clause 

VIAC MODEL ARBITRATION CLAUSE



Step 1: In the List of Arbitrators, 
select the Scope of Activities: 
Information Technology

Step 2: Select the Arbitrator from the List

VIAC LIST OF ARBITRATORS WITH EXPERTISE IN TECHNOLOGY

E: vinh.luu@asialegal.vn

M: 091 626 3656

W: asialegal.vn | dataprivacy.vn

Q&A
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Y-ufd [ f8wdhfQ _bmu&fk wbkubw o]o3@

1RSLF ]p ± fuR yLJLWDO 1UDQVIRUPDWLRQ DQG d\EHU kHVLOLHQFHg
_KDW mXVLQHVVHV LQ -LHWQDP wKRXOG LUHSDUH eRUn

)))))))))))))))))))))))))))))))))))))

.Hf wbwwuO&

Lfk1 ug fu fGRSWLRQR ?HDGHUVKLS DQG OUJDQLVDWLRQDO kHDGLQHVV

4XHVWLRQ brbv6K“Q JRPSEQL“V EVV“VV 92 ULVNVk EU“ WK“\ ”RJXVLQJ RQ ZK“U“ WK“ U“EO RS“UEWLRQEO
ULVNV EJWXEOO\ VLWk RU EU“ WK“\ Y“JRPLQJ VR ”L[EW“8 RQ O“JEO JRPSOLEQJ“ WKEW WK“\ PLVV WK“ YLJJ“U
SLJWXU“–

QU0 dROLQ mODFNZHOOg NW LV Q QQWXUQX QVS8"W RY ạXPQQ SV\"ạRXRK\ WR YR"XV RQ SURUX8PV WạQW QU8
8QVL8U WR 98YLQ8 QQ9 U8VRXY8h zRXL"L8Vo KRY8UQQQ"8 YUQP8ZRU&Vo QQ9 "RPSXLQQ"8 U8TXLU8P8QWV
QU8 U8XQWLY8X\ WQQKLUX8 QQ9 "QQ U8 Q99U8VV89 WạURXKạ 9R"XP8QWQWLRQ QQ9 LQW8UQQX SUR"89XU8Vh ;V
Q U8VXXWo "RPSQQL8V RYW8Q 98YRW8 "RQVL98UQUX8 QWW8QWLRQ WR Wạ8V8 QU8QVo SQUWL"XXQUX\ U8"QXV8
U8VSRQVLULXLW\ "QQ U8 9LVWULUXW89 Q"URVV 8VWQUXLVạ89 SUR"8VV8V QQ9 YXQ"WLRQVh

2RZ8Y8Uo Wạ8 PRVW VLKQLYL"QQW ULV&V PQ\ XL8 8XV8Zạ8U8h ; "RPSQQ\ PQ\o YRU 8[QPSX8o YQ"8 Wạ8
ULV& RY U8LQK RY8UWQ&8Q U\ Q "RPS8WLWRU QQ9 XXWLPQW8X\ U8"RP8 "RPP8U"LQXX\ XQVXVWQLQQUX8h 4X"ạ
ULV&V QU8 YQU PRU8 "RQV8TX8QWLQXo UXW Wạ8\ QU8 QXVR PRU8 9LYYL"XXW WR "RQYURQW U8"QXV8 Wạ8\ LQYRXY8
XQ"8UWQLQW\o "RPS8WLQK LQW8U8VWVo QQ9 9LYYL"XXW VWUQW8KL" 98"LVLRQVh 3UKQQLVQWLRQV Wạ8U8YRU8 W8Q9 WR
YR"XV PRU8 ạ8QYLX\ RQ LQW8UQQX ULV&Vo ZạL"ạ QU8 8QVL8U WR QQQX\V8o WạQQ RQ 8[W8UQQX ULV&V WạQW PQ\
SRV8 Q PX"ạ KU8QW8U WạU8QW WR Wạ8 UXVLQ8VVh

NQ U8QXLW\o 8[W8UQQX ULV&V "QQ U8 VXUVWQQWLQXX\ PRU8 V8ULRXVh NY Q "RPSQQ\ YQLXV U8"QXV8 LW ạQV QRW
Q9QSW89 TXL"&X\ 8QRXKạ RU ạQV XRVW LWV "RPS8WLWLY8 SRVLWLRQo LWV LQW8UQQX SRXL"L8V QQ9 "RPSXLQQ"8
SUR"89XU8V ZLXX QR XRQK8U U8 RY SUQ"WL"QX U8X8YQQ"8h MRPSQQL8V VạRXX9 Wạ8U8YRU8 QYRL9 QQQX\VLQK
PQQQK8QUX8 ULV&V LQ 8["8VVLY8 98WQLX ZạLX8 RY8UXRR&LQK Wạ8 UURQ98U WạU8QWV WạQW "RXX9
YXQ9QP8QWQXX\ QYY8"W UXVLQ8VV "RQWLQXLW\h

4XHVWLRQ brcv 6KEW VKRXO8 YXVLQ“VV O“E8“UV 8Rk S“UVRQEOO\ EQ8 SUEJWLJEOO\k WR J“W WK“PV“OY“V
XS WR VS““8 RQ 92 TXLJNO\ “QRXJK WR O“E8k UEWK“U WKEQ VLPSO\ U“EJW–

QU0 dROLQ mODFNZHOOg ;N LVo LQ PQQ\ U8VS8"WVo U8PQU&QUX\ VWUQLKạWYRUZQU9 WR XV8h NQW8UQ"WLQK
8YY8"WLY8X\ ZLWạ ;N 9R8V QRW Q8"8VVQULX\ U8TXLU8 Q9YQQ"89 W8"ạQL"QX 8[S8UWLV8A UQWạ8Uo LW U8XL8V RQ
PQQ\ RY Wạ8 VQP8 V&LXXV WạQW X8Q98UV QXU8Q9\ XV8 LQ PQQQK8P8QWo VX"ạ QV 98X8KQWLQK WQV&Vo
U8YL8ZLQK RXWSXWVo 98YLQLQK RUG8"WLY8Vo QQ9 XQ98UVWQQ9LQK Wạ8 U8X8YQQW "RQW8[Wh

LQQ\ M-3V QQ9 V8QLRU 8[8"XWLY8V LQLWLQXX\ QVVXP8 WạQW Wạ8\ QU8 QRW Z8XXfVXLW89 WR XVLQK ;N
U8"QXV8 RY Wạ8LU QK8 RU XLPLW89 W8"ạQL"QX UQ"&KURXQ9h 2RZ8Y8Uo ;N LV QRW YXQ9QP8QWQXX\ Q PQWW8U
RY W8"ạQL"QX SURYL"L8Q"\h -[S8UL8Q"89 X8Q98UV QU8 RYW8Q QXU8Q9\ Z8XX 8TXLSS89 WR XV8 LW U8"QXV8
"RPPXQL"QWLQK ZLWạ ;N LVo LQ PQQ\ ZQ\Vo VLPLXQU WR 9LU8"WLQK QQ9 PQQQKLQK 8PSXR\88Vh “ạ8\
PXVW 8[SXQLQ Wạ8 RUG8"WLY8o SURYL98 QSSURSULQW8 "RQW8[Wo U8YL8Z Wạ8 ZRU& SUR9X"89o QQ9 98W8UPLQ8
Zạ8Wạ8U Wạ8 RXW"RP8 P88WV Wạ8 RUKQQLVQWLRQ¶V Q889Vh
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F8Y8UWạ8X8VVo Wạ8 U8VSRQVLULXLW\ YRU X8Q9LQK ;N Q9RSWLRQ "QQQRW VLPSX\ U8 98X8KQW89h jXVLQ8VV
X8Q98UV PXVW 8QKQK8 ZLWạ Wạ8 W8"ạQRXRK\ 9LU8"WX\ QQ9 98Y8XRS Q SUQ"WL"QX XQ98UVWQQ9LQK RY LWV
"QSQULXLWL8V QQ9 XLPLWQWLRQVh NQ P\ 8[S8UL8Q"8o M-3V QQ9 UXVLQ8VV RZQ8UV RYW8Q U8"RP8 ạLKạX\
8QWạXVLQVWL" RQ"8 Wạ8\ U8QXLV8 WạQW ;N LV PRU8 Q""8VVLUX8 WạQQ Wạ8\ ạQ9 QVVXP89h “ạ8\ U8KLQ
L98QWLY\LQK RSSRUWXQLWL8V WR QXWRPQW8 SUR"8VV8V U8"QXV8 Wạ8\ ạQY8 Q 9LU8"W LQW8U8VW LQ LPSURYLQK
Wạ8 RUKQQLVQWLRQ¶V S8UYRUPQQ"8 QQ9 9ULYLQK P8QQLQKYXX "ạQQK8Vh

j\ "RQWUQVWo 8PSXR\88V PQ\o "RQV"LRXVX\ RU XQ"RQV"LRXVX\o U8 "RQ"8UQ89 QURXW SURW8"WLQK Wạ8LU
8[LVWLQK URX8V RU SU8V8UYLQK 8VWQUXLVạ89 PQQXQX SUR"8VV8Vh NY X8Q98UV 98X8KQW8 U8VSRQVLULXLW\ YRU
;N Q9RSWLRQ 8QWLU8X\ WR RWạ8UVo Wạ8\ PQ\ 8Q"RXQW8U U8VLVWQQ"8o U8"8LY8 LQ"RPSX8W8 Q9YL"8o RU PQ&8
98"LVLRQV ZLWạRXW Q VXYYL"L8QW XQ98UVWQQ9LQK RY Wạ8 W8"ạQRXRK\h

; U8"8QW 8[QPSX8 LXXXVWUQW8V WạLV ULV&h ; U8XQWLY8X\ VLPSX8 ;N QXWRPQWLRQo ZạL"ạ "RXX9 U8 "RPSX8W89
LQ QSSUR[LPQW8X\ YLY8 PLQXW8V QQ9 ZQV 98PRQVWUQW89 QV SQUW RY Q YU88 V8UYL"8o ZQV SU8V8QW89 WR
Q XQUK8 VRYWZQU8 SURYL98U YRU LPSX8P8QWQWLRQh j8"QXV8 Wạ8 S8UVRQ U8TX8VWLQK Wạ8 V8UYL"8 9L9 QRW
QSS8QU WR XQ98UVWQQ9 Wạ8 W8"ạQRXRK\o Wạ8 SURYL98U SURSRV89 Q Y88 RY 8wy T0o PLOOLRQ QQ9 QQ
LPSX8P8QWQWLRQ SHULRG RI T, PRQWKVh

; UXVLQ8VV X8Q98U ZạR QSSURY89 VX"ạ Q SURSRVQX "RXX9 8[SRV8 Wạ8 "RPSQQ\ WR V8ULRXV YLQQQ"LQX
QQ9 KRY8UQQQ"8 "RQV8TX8Q"8Vh ; "RXQWU\ PQQQK8Uo YRU 8[QPSX8o PLKạW XQW8U U8 U8TXLU89 WR GXVWLY\
Wạ8 98"LVLRQ 9XULQK QQ LQW8UQQX QX9LWh MXQLPLQK Q XQ"& RY W8"ạQL"QX &QRZX89K8 ZRXX9 QRW SURYL98
QQ Q98TXQW8 8[SXQQQWLRQ QQ9 "RXX9 UQLV8 YXUWạ8U TX8VWLRQV U8KQU9LQK Wạ8 98"LVLRQfPQ&LQK
SUR"8VV QQ9 Wạ8 U8XQWLRQVạLS ZLWạ Wạ8 Y8Q9RUh

;""RU9LQKX\o M-3V QQ9 UXVLQ8VV RZQ8UV 9R QRW Q889 WR U8"RP8 ;N 8[S8UWVo UXW Wạ8\ PXVW
Q"TXLU8 VXYYL"L8QW SUQ"WL"QX &QRZX89K8 WR 8YQXXQW8 SURSRVQXVo "ạQXX8QK8 XQU8QXLVWL" 8VWLPQW8Vo QQ9
SURW8"W Wạ8 RUKQQLVQWLRQ YURP SRRU Q9YL"8 RU RSSRUWXQLVWL" "RQ9X"Wh “ạ8 PRVW 8YY8"WLY8 VWQUWLQK
SRLQW LV Wạ8U8YRU8 VLPSX8q X8Q98UV VạRXX9 U8KLQ XVLQK ;N Wạ8PV8XY8Vo U8"RP8 YQPLXLQU ZLWạ ạRZ LW
ZRU&Vo QQ9 U8PQLQ S8UVRQQXX\ LQYRXY89 LQ 9LU8"WLQK LWV Q9RSWLRQ ZLWạLQ Wạ8 RUKQQLVQWLRQh

4XHVWLRQ brAv 2Q WK“ ZRUO8 R” 9J“QWLJ 92k 8R Z“ VWLOO Q““8 KXPEQV–

QU0 wDP kXVVHOO2-LFNg “ạ8U8 LV Q ZL98VSU8Q9 "RQ"8UQ WạQW ;N PQ\ 8Y8QWXQXX\ U8SXQ"8 ạXPQQ
ZRU&8UV QQ9 X8QY8 PQQ\ URX8V RUVRX8W8h –8"8QW U8SRUWV "RQ"8UQLQK ;N PR98XV U8ạQYLQK
XQ8[S8"W89X\ RU QWW8PSWLQK WR "LU"XPY8QW VQY8KXQU9V ạQY8 XQ98UVWQQ9QUX\ Q9989 WR Wạ8V8
"RQ"8UQVh

2RZ8Y8Uo N WQ&8 Q PRU8 RSWLPLVWL" YL8Zh 2XPQQV ZLXX "RQWLQX8 WR SXQ\ QQ 8VV8QWLQX URX8 QQ9 QU8
XQXL&8X\ WR U8 YXXX\ U8SXQ"89 U\ ;Nh ;V MRXLQ QRW89 8QUXL8U LQ ạLV SU8V8QWQWLRQo U8KXXQWRU\
YUQP8ZRU&V QXU8Q9\ U8TXLU8 ạXPQQ RY8UVLKạW LQ "8UWQLQ "RQW8[WVo U8YX8"WLQK Wạ8 LPSRUWQQ"8 RY
PQLQWQLQLQK Q ạXPQQ LQ Wạ8 XRRSh

j8\RQ9 U8KXXQWRU\ U8TXLU8P8QWVo 8YY8"WLY8 XV8 RY ;N 98S8Q9V RQ ạXPQQ 9LU8"WLRQh ;N 9R8V QRW
LQạ8U8QWX\ XQ98UVWQQ9 QQ RUKQQLVQWLRQ¶V PRWLY8Vo SULRULWL8Vo RU XXWLPQW8 RUG8"WLY8Vh “R RUWQLQ
P8QQLQKYXX U8VXXWVo XV8UV PXVW 98YLQ8 Wạ8 U8X8YQQW SQUQP8W8UVo SURYL98 "X8QU LQVWUX"WLRQVo QQ9
KXL98 Wạ8 V\VW8P WRZQU9V Wạ8 LQW8Q989 RXW"RP8h

“ạ8 VQP8 SULQ"LSX8 QSSXL8V Zạ8Q PQQQKLQK QQ RUKQQLVQWLRQh ; "RPSQQ\ "QQQRW VLPSX\ ạLU8
ạXQ9U89V RY 8PSXR\88V QQ9 8[S8"W Wạ8 UXVLQ8VV WR KURZ QXWRPQWL"QXX\h R8Q98UVạLS PXVW
8VWQUXLVạ Q "X8QU 9LU8"WLRQo "RPPXQL"QW8 Wạ8 RUKQQLVQWLRQ¶V RUG8"WLY8Vo QQ9 SURYL98 Wạ8 Q8"8VVQU\
KXL9QQ"8h ;N VLPLXQUX\ U8TXLU8V ạXPQQ 9LU8"WLRQ QQ9 RY8UVLKạW WR RS8UQW8 8YY8"WLY8X\h

;""RU9LQKX\o LQ9LYL9XQXV QQ9 RUKQQLVQWLRQV WạQW QU8 U8WW8U QUX8 WR 9LU8"Wo VXS8UYLV8o QQ9 XV8 ;N ZLXX
KQLQ Q VLKQLYL"QQW Q9YQQWQK8 RY8U WạRV8 WạQW QU8 QRWh TRU WạLV U8QVRQo N U8PQLQ RSWLPLVWL" WạQW
ạXPQQV ZLXX "RQWLQX8 WR U8 LQ9LVS8QVQUX8o SQUWL"XXQUX\ LQ V8WWLQK RUG8"WLY8Vo 8[8U"LVLQK GX9KP8QWo
QQ9 8QVXULQK WạQW ;N LV XV89 U8VSRQVLUX\ QQ9 8YY8"WLY8X\h
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4XHVWLRQ brIv 9PRQJ WK“ WKU““ RYOLJEWLRQV RXWOLQ“8 Y\ VUt 5ROLQ 1OEJNZ“OO ± 5OEVVL”\k 3LVJORV“k
EQ8 5RQWURO ± EV V“W RXW LQ 9UWLJO“V v±ub EQ8 wl±wb R” HEZ 7Rt uwlygfgbyz/ubk ZKLJK 8R \RX
JRQVL8“U WK“ PRVW JKEOO“QJLQJ ”RU YXVLQ“VV“V WR LPSO“P“QW LQ SUEJWLJ“k EQ8 ZK\–

QU0 dROLQ mODFNZHOOg MXQVVLY\ QQ9 9LV"XRV8 Wạ8 ;N "QQ ạ8XS "RPSQQL8V ZLWạ 8QVLX\h ;V Wạ8 ;N ạQV
U88Q XV89 WR UXLX9 Q SUR"8VV QXWRPQWLRQo LW LV VLPSX8 ạRXV8&88SLQK WR QV& Wạ8 ;N WR 9R"XP8QW LWV
RZQ SUR"8VV8V LQ Q YRUPQW "RQVLVW8QW ZLWạ ;N XQZVh “ạ8 "ạQXX8QKLQK SQUW LV QV XVXQX ạXPQQ f
"RQWURXXLQK WạQW Wạ8 S8UVRQ 98VLKQQW89 WR RZQ WạQW ;N ZRU&YXRZ QQ9 U8KXXQUX\ "RQ9X"W Wạ8 ạXPQQ
LQ Wạ8 XRRS U8YL8Z VW8SV f WạQW Wạ8\ Q"WXQXX\ 9R LWo U8"RU9V LW QQ9 ạQY8 Wạ8 8YL98Q"8 RY WạQW LQ Q
U8Q9LX\ Q""8VVLUX8 QX9LWQUX8 YRUPQWh

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB

Lfk1 uug fu :RYHUQDQFHR kHVSRQVLEOH 8VH DQG ?LDELOLW\

4XHVWLRQ crbv 2Q FL“WQEPk PRU“ WKEQ vdtbp R” YXVLQ“VV“V EU“ VPEOO EQ8 P“8LXP,VL]“8
“QW“USULV“Vt 9V E VPEOO YXVLQ“VV RZQ“Uk 2 K“EU8 E ORW EYRXW WK“ ULVNV R” 92t 2” WK“ O“E8“U ZEQWV VWE””
WR VWEUW XVLQJ 92 WRROV OLN“ 5KEWN-T WR LPSURY“ SUR8XJWLYLW\ VWEUWLQJ WRPRUURZk ZKEW LV WK“ YEU“
PLQLPXP VW“S WK“ O“E8“U VKRXO8 WEN“ WR “QVXU“ Z“ 8RQiW EJJL8“QWEOO\ O“EN V“QVLWLY“ JXVWRP“U
8EWEk ZLWKRXW Q““8LQJ E PEVVLY“ YX8J“W RU E ”XOO,WLP“ O“JEO W“EP–

QU0 ?XX GXDQ -LQKg “ạLV LV Q ạLKạX\ U8X8YQQW QQ9 YU8TX8QWX\ UQLV89 TX8VWLRQo SQUWL"XXQUX\ YRU VPQXX
QQ9 P89LXPfVL]89 8QW8USULV8Vh NQ P\ YL8Zo UXVLQ8VV8V 9R QRW Q8"8VVQULX\ U8TXLU8 Q VXUVWQQWLQX
UX9K8W RU Q YXXXfWLP8 X8KQX W8QP WR U8KLQ XVLQK ;N WRRXV PRU8 VQY8X\ QQ9 U8VSRQVLUX\h

“ạ8 YLUVW QQ9 PRVW LPSRUWQQW VW8S LV WR PRY8 8PSXR\88V QZQ\ YURP YU88 SXUXL" RU S8UVRQQX
Q""RXQWV QQ9 RQWR QQ 8QW8USULV8 RU W8QPfUQV89 Y8UVLRQ RY Wạ8 U8X8YQQW ;N SXQWYRUPh “ạ8V8
Y8UVLRQV QU8 K8Q8UQXX\ 98VLKQ89 WR SURYL98 VWURQK8U 9QWQ SURW8"WLRQ QQ9 VXUG8"W WR Wạ8 QSSXL"QUX8
V8UYL"8 W8UPVo SU8Y8QW UXVLQ8VV 9QWQ YURP U8LQK XV89 WR WUQLQ Wạ8 XQ98UX\LQK PR98XVh

“ạ8 V8"RQ9 VW8S LV WR LVVX8 Q "X8QU LQW8UQQX LQVWUX"WLRQ RU P8PRUQQ9XP KRY8UQLQK Wạ8 XV8 RY ;Nh
-PSXR\88V PQ\ U8 S8UPLWW89 WR XV8 ;N WRRXV YRU ZRU&fU8XQW89 SXUSRV8Vo UXW Wạ8\ VạRXX9 U8
8[SU8VVX\ SURạLULW89 YURP 8QW8ULQK S8UVRQQX 9QWQo "RQYL98QWLQX UXVLQ8VV LQYRUPQWLRQo RU RWạ8U
V8QVLWLY8 PQW8ULQX LQWR SURPSWVh “ạLV LQ"XX98V QQP8Vo Q99U8VV8Vo W8X8SạRQ8 QXPU8UVo "XL8QW
LQYRUPQWLRQo 8PSXR\88 9QWQo QQ9 LQW8UQQX 9R"XP8QWVh

Dạ8U8 Wạ8 XV8 RY VX"ạ LQYRUPQWLRQ LV Q8"8VVQU\o 8PSXR\88V VạRXX9 YLUVW U8PRY8o QQRQ\PLV8o RU
U89Q"W QQ\ 98WQLXV WạQW "RXX9 L98QWLY\ "XL8QWVo UXVLQ8VV SQUWQ8UVo 8PSXR\88Vo RU RWạ8U LQ9LYL9XQXVh
“ạ8 SXUSRV8 LV WR 8QVXU8 WạQW V8QVLWLY8 LQYRUPQWLRQ LV QRW 9LV"XRV89 WR Q SXUXL" RU 8[W8UQQX ;N
V\VW8Ph

j\ LPSX8P8QWLQK Wạ8V8 WZR UQVL" P8QVXU8V ± XVLQK QQ QSSURSULQW8 UXVLQ8VV Q""RXQW QQ9
8VWQUXLVạLQK Q "X8QU UXX8 QKQLQVW 8QW8ULQK V8QVLWLY8 9QWQ ± 4L-V "QQ U8KLQ XVLQK ;N WRRXV WR
LPSURY8 SUR9X"WLYLW\ ZLWạRXW LPP89LQW8X\ LQ"XUULQK VLKQLYL"QQW X8KQXo "RPSXLQQ"8o RU "\U8UV8"XULW\
"RVWVh “ạ8V8 P8QVXU8V PQ\ QRW U8SXQ"8 Q "RPSU8ạ8QVLY8 KRY8UQQQ"8 YUQP8ZRU& LQ Wạ8 XRQK8U
W8UPo UXW Wạ8\ SURYL98 Q SUQ"WL"QX QQ9 Q""8VVLUX8 VWQUWLQK SRLQW YRU U8VSRQVLUX8 ;N Q9RSWLRQh

4XHVWLRQ crcv 2” P\ JRPSEQ\iV 92 PEN“V E PLVWEN“k ”RU LQVWEQJ“k Y\ JLYLQJ E JXVWRP“U LQJRUU“JW
E8YLJ“ WKEW JEXV“V ”LQEQJLEO ORVVk EQ8 WK“ JXVWRP“U 8“PEQ8V JRPS“QVEWLRQk ZKEW VKRXO8 RXU
LPP“8LEW“ U“VSRQV“ VWUEW“J\ Y“– /RZ 8R Z“ YEOEQJ“ ESRORJLVLQJ ”RU WK“ JXVWRP“UiV ORVV ZLWKRXW
“[SRVLQJ WK“ JRPSEQ\ WR XQQ“J“VVEU\ O“JEO OLEYLOLW\–

QU0 ?XX GXDQ -LQKg ;Q LQ"RUU8"W U8VSRQV8 K8Q8UQW89 U\ ;N "QQ "U8QW8 VLKQLYL"QQW X8KQXo YLQQQ"LQXo
QQ9 U8SXWQWLRQQX "RQV8TX8Q"8V YRU Q "RPSQQ\h NQ VX"ạ "LU"XPVWQQ"8Vo Wạ8 LPP89LQW8 U8VSRQV8
VạRXX9 U8 KXL989 U\ 8PSQWạ\ UXW VạRXX9 QRW QPRXQW WR Q SU8PQWXU8 Q9PLVVLRQ RY XLQULXLW\h



v

“ạ8 "RPSQQ\ VạRXX9 QYRL9 PQ&LQK VWQW8P8QWV VX"ạ QVo ³:H DUH DW IDXOW EHFDXVH RXU R, V\VWHP
IDLOHG´o U8YRU8 Wạ8 U8X8YQQW YQ"WV ạQY8 U88Q SURS8UX\ LQY8VWLKQW89h NQVW8Q9o LW PQ\ U8VSRQ9 U\
Q"&QRZX89KLQK Wạ8 "XVWRP8U¶V "RQ"8UQ QQ9 Wạ8 LPSQ"W RY Wạ8 LQ"L98QWo YRU 8[QPSX8q ³:H UHJUHW
WKH LQFRQYHQLHQFH DQG ORVV FDXVHG E\ WKH LQIRUPDWLRQ SURYLGHGW DQG ZH KDYH FRPPHQFHG
DQ LQWHUQDO LQYHVWLJDWLRQ WR GHWHUPLQH WKH FDXVH RI WKH LQFLGHQW´h

“ạLV QSSURQ"ạ QXXRZV Wạ8 "RPSQQ\ WR 98PRQVWUQW8 WạQW LW LV WQ&LQK Wạ8 PQWW8U V8ULRXVX\ ZạLX8
SU8V8UYLQK Wạ8 RSSRUWXQLW\ WR 8VWQUXLVạ ZạQW Q"WXQXX\ R""XUU89h “ạ8 LQY8VWLKQWLRQ VạRXX9
98W8UPLQ8 Zạ8Wạ8U Wạ8 LQ"RUU8"W Q9YL"8 U8VXXW89 YURP QQ ;N ạQXXX"LQQWLRQo LQQ98TXQW8 V\VW8P
"RQYLKXUQWLRQo LQVXYYL"L8QW ạXPQQ RY8UVLKạWo LQQ""XUQW8 LQSXWo RU XV8U 8UURUh j\ LQY8VWLKQWLQK UQWạ8U
WạQQ LPP89LQW8X\ Q9PLWWLQK Q 98Y8"Wo Wạ8 "RPSQQ\ "QQ U8VSRQ9 U8VSRQVLUX\ ZLWạRXW XQQ8"8VVQULX\
SU8GX9L"LQK QKQLQVW LWV X8KQX SRVLWLRQh

;W Wạ8 VQP8 WLP8o Wạ8 PQWW8U VạRXX9 U8 SURPSWX\ WUQQVY8UU89 WR Q TXQXLYL89 ạXPQQ U8SU8V8QWQWLY8h
; S8UVRQ VạRXX9 U8YL8Z Wạ8 Q9YL"8 K8Q8UQW89 U\ Wạ8 ;No QVV8VV Wạ8 "XVWRP8U¶V "LU"XPVWQQ"8Vo
QQ9 SURYL98 Q""XUQW8 KXL9QQ"8 RU QQ QSSURSULQW8 U8P89\h “ạLV ạXPQQfLQfWạ8fXRRS U8VSRQV8 LV
8VV8QWLQX QRW RQX\ YRU ULV& PQQQK8P8QWo UXW QXVR YRU U8VWRULQK Wạ8 "XVWRP8U¶V "RQYL98Q"8h

NQ PQQ\ "QV8Vo ZạQW Wạ8 "XVWRP8U SULPQULX\ V88&V LV Q WLP8X\o Q""XUQW8o QQ9 ạXPQQfX89 U8VRXXWLRQh
“ạ8 "RPSQQ\ VạRXX9 Wạ8U8YRU8 "RPULQ8 Q "QU8YXX LQLWLQX U8VSRQV8 ZLWạ SURPSW LQY8VWLKQWLRQo
8YY8"WLY8 ạXPQQ LQW8UY8QWLRQo QQ9 "X8QU "RPPXQL"QWLRQ WạURXKạRXW Wạ8 SUR"8VVh

4XHVWLRQ crAv 2Q WK“ 9LU 5EQE8E JKEWYRW JEV“k WK“ 92,J“Q“UEW“8 PLVLQ”RUPEWLRQ JEXV“8 YRWK
”LQEQJLEO EQ8 U“SXWEWLRQEO 8EPEJ“t LURP E SXYOLJ U“OEWLRQV EQ8 JULVLV,PEQEJ“P“QW S“UVS“JWLY“k
KRZ VKRXO8 E JRPSEQ\ U“VSRQ8 LPP“8LEW“O\ ZK“Q E JXVWRP“U,”EJLQJ 92 V\VW“P SURYL8“V
PEW“ULEOO\ LQJRUU“JW LQ”RUPEWLRQ– 2Q E88LWLRQk 8R“V 3“JU““ wbx SU“VJULY“ EQ\ VS“JL”LJ U“SRUWLQJ
RYOLJEWLRQ RU WLP“OLQ“ ”RU VXJK EQ LQJL8“QW–

QU0 ?XX GXDQ -LQKg NQ Wạ8 ;LU MQQQ9Q "ạQWURW "QV8o Wạ8 ;NfK8Q8UQW89 PLVLQYRUPQWLRQ "QXV89
URWạ YLQQQ"LQX QQ9 U8SXWQWLRQQX 9QPQK8h TURP Q SXUXL" U8XQWLRQV QQ9 "ULVLVfPQQQK8P8QW
S8UVS8"WLY8o Zạ8Q Q "RPSQQ\¶V ;N K8Q8UQW8V 8UURQ8RXV Q9YL"8 U8VXXWLQK LQ Q "XVWRP8U¶V YLQQQ"LQX
XRVVo Wạ8 RSWLPQX VWUQW8K\ U8TXLU8V UQXQQ"LQK "XVWRP8U 8PSQWạ\ ZLWạ X8KQX ULV& PQQQK8P8QWh “ạ8
"RPSQQ\¶V LPP89LQW8 U8VSRQV8 PXVW V8SQUQW8 "XVWRP8U V8UYL"8 YURP X8KQX Q9PLVVLRQV RY YQXXWh
“ạ8 "RPSQQ\ VạRXX9 VZLYWX\ YQXL9QW8 Wạ8 "XVWRP8U¶V YUXVWUQWLRQ U\ QSRXRKL]LQK YRU Wạ8LU Q8KQWLY8
8[S8UL8Q"8 UXW VWUL"WX\ QYRL9 QSRXRKL]LQK YRU Wạ8 Q"WXQX PLVWQ&8 RU Q9PLWWLQK WạQW Wạ8 ;N ZQV
LQ"RUU8"Wo QQ9 "RQ"XUU8QWX\o WUQQVY8U Wạ8 PQWW8U WR W8"ạQL"QX 8[S8UWV WR LQY8VWLKQW8 Wạ8 URRW "QXV8
QQ9 SURYL98 QQ QSSURSULQW8 "RPP8U"LQX U8P89\h

NY Wạ8 "RPSQQ\¶V LQY8VWLKQWLRQ "RQYLUPV Wạ8 ;N ZQV QW YQXXW QQ9 Wạ8 "XVWRP8UrV U8XLQQ"8 ZQV
U8QVRQQUX8o Wạ8 PRVW SUX98QW QSSURQ"ạ LV WR U8VRXY8 Wạ8 PQWW8U "RPP8U"LQXX\ UQWạ8U WạQQ X8KQXX\h
“ạLV VWUQW8K\ 8YY8"WLY8X\ U8SQLUV Wạ8 "XVWRP8U U8XQWLRQVạLS ZạLX8 &88SLQK Wạ8 9LVSXW8 RXW RY Wạ8
"RXUWURRP QQ9 Wạ8 ạ8Q9XLQ8Vh

E8"U88 FRh d.Pmbyb.mFEfMzo ZạL"ạ WRR& 8YY8"W RQ BQQXQU\ go bybPo V8UY8V QV Wạ8 KXL9LQK
YUQP8ZRU& YRU 'L8WQQP¶V RQZ RQ z8UVRQQX EQWQ zURW8"WLRQ lzEzRph NW VS8"LYL"QXX\ Q99U8VV8V
S8UVRQQX 9QWQ SURW8"WLRQ U8KLP8V LQ PR98UQ W8"ạQRXRK\ YL8X9Vo LQ"XX9LQK ;UWLYL"LQX NQW8XXLK8Q"8 QQ9
jLK EQWQh Dạ8Wạ8U QQ ;N PLVLQYRUPQWLRQ LQ"L98QW WULKK8UV Q U8SRUWLQK RUXLKQWLRQ XQ98U E8"U88 d.P
98S8Q9V 8QWLU8X\ RQ Wạ8 QQWXU8 RY Wạ8 ;NrV 8UURUh 4S8"LYL"QXX\o LY Wạ8 "RPSQQ\ VXYY8UV QQ Q"WXQX RU
VXVS8"W89 9QWQ UU8Q"ạo Wạ8\ PXVW QRWLY\ Wạ8 4S8"LQXL]89 ;XWạRULW\ YRU z8UVRQQX EQWQ zURW8"WLRQ
l;y.p ZLWạLQ ,b ạRXUV RY U8"RPLQK QZQU8 RY Wạ8 LQ"L98QWh NY Wạ8 ;N V\VW8P ạQXXX"LQQW8V UXVLQ8VV
LQYRUPQWLRQo YQXV8 Q9YL"8o RU LQ"RUU8"W SUL"LQK lXL&8 Wạ8 ;LU MQQQ9Q "QV8po UXW 9R8V QRW "RPSURPLV8
S8UVRQQX 9QWQo LW LV Q "RQVXP8U SURW8"WLRQ LVVX8 UQWạ8U WạQQ Q 9QWQ SULYQ"\ LVVX8h ;V QR S8UVRQQX
9QWQ ZQV X8Q&89o QXW8U89o RU XQXQZYXXX\ SUR"8VV89o Wạ8 ,bfạRXU U8SRUWLQK RUXLKQWLRQ XQ98U E8"U88
d.P 9R8V QRW QSSX\h



.
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Lfk1 uuug bPHUJLQJ d\EHUVHFXULW\ kLVNV LQ WKH fu bUD

4XHVWLRQ Arbv 5RXO8 \RX “[SOELQ ZKEW HEUJ“ HEQJXEJ“ VR8“O sHHVA MEJNLQJ ORRNV OLN“ LQ
SUEJWLJ“– 3R“V LW SULPEULO\ LQYROY“ EWWEJN“UV VW“EOLQJ 9-2 JU“8“QWLEOV WR J“Q“UEW“ XQEXWKRULV“8
XVEJ“ JRVWVk RU 8R“V LW “[W“Q8 WR RWK“U ”RUPV R” PLVXV“– /RZ ”U“TX“QWO\ LV WKLV QRZ ESS“EULQJ EV
E J\Y“U JOELP–

QU0 wDP kXVVHOO2-LFNq “ạLV PLVXV8 "QQ WQ&8 V8Y8UQX YRUPVo QXX RY ZạL"ạ U8VXXW LQ 8["8VVLY8 RU
XQQXWạRUL]89 "RQVXPSWLRQ RY "RPSXW8o LQ"XX9LQKq

ǳ –XQQLQK XQQXWạRUL]89 ;N ZRU&XRQ9V XVLQK VWRX8Q Q""8VV

ǳ “UQLQLQK RU YLQ8fWXQLQK XQUK8 PR98XV YRU "RPP8U"LQX RU PQXL"LRXV XV8

ǳ -[WUQ"WLQK SURSUL8WQU\ WUQLQLQK 9QWQ RU PR98X Z8LKạWV WạURXKạ "RPSXW8fạ8QY\ SURULQK

ǳ LQQLSXXQWLQK PR98X RXWSXWV WR V8UY8 PQXL"LRXV "RQW8QW ± SQUWL"XXQUX\ Zạ8Q VX"ạ PLVXV8
X8Q9V WR VXVWQLQ89 RU QUQRUPQX U8VRXU"8 XVQK8

–8KQU9LQK RRLBQ"&LQK "XQLPV YU8TX8Q"\h j8"QXV8 WạLV LV Q U8XQWLY8X\ Q8Z "\U8UfQWWQ"& Y8"WRUo
RXU 9QWQ "QSWXU8 LV U8XQWLY8X\ VạRUWh 2RZ8Y8Uo N "QQ VQ\ YRU Wj-o Z8 ạQY8 V88Q QQ LQ"U8QV8 LQ
"XQLPV YU8TX8Q"\ YURP RRLBQ"&LQK U8XQW89 LQ"L98QWV Q"URVV ;VLQ WạLV \8QUh

zX8QV8 U8Y8U WR RXU RRLGQ"&LQK LQYRUPQWLRQ Vạ88W lQWWQ"ạ89p YRU PRU8 98WQLXVh

4XHVWLRQ Arcv6K\ 8R \RX WKLQN WK“U“ KEV Y““Q E ULV“ LQ UEQVRPZEU“ EJWLYLW\ LQ WK“ O“JEO V“JWRU–

QU0 wDP kXVVHOO2-LFNg “ạLV LV QQ LVVX8 WạQW Wj- ạQV "RQVL98U89 "QU8YXXX\h NQ RXU QVV8VVP8QWo
RQ8 RY Wạ8 SULQ"LSQX U8QVRQV YRU Wạ8 LQ"U8QV8 LQ UQQVRPZQU8 Q"WLYLW\ WQUK8WLQK Wạ8 X8KQX V8"WRU LV
Wạ8 ạLKạX\ V8QVLWLY8 QQ9 YQXXQUX8 QQWXU8 RY Wạ8 LQYRUPQWLRQ ạ8X9 U\ XQZ YLUPVh

R8KQX SUQ"WL"8V URXWLQ8X\ U8WQLQ "RQYL98QWLQX "XL8QW "RPPXQL"QWLRQVo "RPP8U"LQXX\ V8QVLWLY8
9R"XP8QWVo SULYLX8K89 PQW8ULQXo WUQQVQ"WLRQ U8"RU9Vo QQ9 LQYRUPQWLRQ U8XQWLQK WR RQKRLQK 9LVSXW8Vh
“ạ8 XQQXWạRULV89 9LV"XRVXU8 RY VX"ạ LQYRUPQWLRQ "QQ Wạ8U8YRU8 "QXV8 VLKQLYL"QQW U8SXWQWLRQQX
9QPQK8o URWạ WR Wạ8 XQZ YLUP QQ9 WR LWV "XL8QWVh

TURP Wạ8 S8UVS8"WLY8 RY "\U8U"ULPLQQXVo WạLV "U8QW8V Q VWURQK8U LQ"8QWLY8 YRU XQZ YLUPV WR SQ\ Q
UQQVRP WạQQ PQ\ 8[LVW LQ RWạ8U V8"WRUVo SQUWL"XXQUX\ Zạ8U8 Wạ8 VWRX8Q LQYRUPQWLRQ ZRXX9 U8 ạLKạX\
"RPSURPLVLQK LY 9LV"XRV89 SXUXL"X\h NQ 8YY8"Wo Wạ8 LVVX8 U8YX8"WV Q VXSSX\fQQ9f98PQQ9 9\QQPL"q
U8"QXV8 XQZ YLUPV QU8 XQ98U Q SQUWL"XXQUX\ VWURQK RUXLKQWLRQ WR SU8V8UY8 "RQYL98QWLQXLW\o QWWQ"&8UV
PQ\ "RQVL98U Wạ8P PRU8 XL&8X\ WR PQ&8 SQ\P8QWV LQ RU98U WR SU8Y8QW Wạ8 U8X8QV8 RY V8QVLWLY8
9QWQh

D8 U8XL8Y8 WạQW WạLV ạ8LKạW8Q89 SU8VVXU8 WR SURW8"W "RQYL98QWLQX LQYRUPQWLRQ LV RQ8 RY Wạ8 V\VW8PL"
YQ"WRUV "RQWULUXWLQK WR Wạ8 KXRUQX LQ"U8QV8 LQ UQQVRPZQU8 LQ"L98QWV QQ9 UQQVRP SQ\P8QWV
LQYRXYLQK X8KQX YLUPVh

4XHVWLRQ ArAv 2iP EOVR WK“ ”RXQ8“U R” E OEZ ”LUPk EQ8 2 XVXEOO\ V““ UEQVRPZEU“ EWWEJN“UV WEUJ“WLQJ
OEUJ“ , VJEO“ JRPSEQL“V UEWK“U WKEQ OEZ ”LUPVt HEZ ”LUPV LQ FL“WQEPk ”RU “[EPSO“k EU“ J“Q“UEOO\
TXLW“ VPEOOt 2V WK“U“ EQ\ RWK“U U“EVRQ Y“KLQ8 WKEW–

QU0 wDP kXVVHOO2-LFNg “ạQW LV QQ LPSRUWQQW RUV8UYQWLRQh “UQ9LWLRQQXX\o UQQVRPZQU8 KURXSV
W8Q989 WR YR"XV RQ XQUK8U RUKQQLVQWLRQVh 2RZ8Y8Uo Wạ8 LQ"U8QVLQK XV8 RY ;N QQ9 QXWRPQWLRQ ạQV
VLKQLYL"QQWX\ "ạQQK89 Wạ8 8"RQRPL"V QQ9 V"QX8 RY "\U8UQWWQ"&Vh

;WWQ"&8UV "QQ QRZ QXWRPQW8 XQUK8 SQUWV RY Wạ8 SUR"8VV QQ9 WQUK8W Q PX"ạ UURQ98U UQQK8 RY
RUKQQLVQWLRQV ZLWạ U8XQWLY8X\ XLWWX8 Q99LWLRQQX 8YYRUWh NQ SUQ"WL"8o Wạ8\ QU8 RYW8Q X8VV "RQ"8UQ89 ZLWạ
Wạ8 VL]8 RU L98QWLW\ RY Wạ8 YL"WLP WạQQ ZLWạ Zạ8Wạ8U Wạ8 RUKQQLVQWLRQ "QQ U8 VX""8VVYXXX\ 8[WRUW89h

https://auschamvn.org/sites/default/files/content-files/LLMjacking%20Marketing.pdf
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Dạ8Wạ8U Wạ8 WQUK8W LV Q PQGRU "RUSRUQWLRQo QQ LQVXU8Uo Q XQZ YLUPo RU QQRWạ8U UXVLQ8VVo Wạ8
98W8UPLQLQK YQ"WRU LV RYW8Q Wạ8 XL&8XLạRR9 WạQW Wạ8 QWWQ"& ZLXX SUR9X"8 Q YLQQQ"LQX U8WXUQh

D8 QU8 Wạ8U8YRU8 V88LQK Q KURZLQK QXPU8U RY LQ"L98QWV LQYRXYLQK 4L-Vh 4PQXX8U RUKQQLVQWLRQV
K8Q8UQXX\ ạQY8 Y8Z8U U8VRXU"8V WR LQY8VW LQ VRSạLVWL"QW89 "\U8UV8"XULW\ V\VW8PVo VS8"LQXLVW
S8UVRQQ8Xo QQ9 Q9YQQ"89 PRQLWRULQK W8"ạQRXRKL8Vh ;V Q U8VXXWo Wạ8\ PQ\ SU8V8QW 8QVL8U WQUK8WV
YRU "\U8U"ULPLQQXV QQ9 U8"RP8 Wạ8 ³XRZ8VWfạQQKLQK YUXLW´ ZLWạLQ Wạ8 WạU8QW XQQ9V"QS8h

TURP Wạ8 QWWQ"&8U¶V S8UVS8"WLY8o UQQVRPZQU8 RS8UQW8V QV Q UXVLQ8VV PR98Xh M\U8U"ULPLQQXV
V88& WR PQ[LPLV8 Wạ8LU U8WXUQ ZạLX8 PLQLPLVLQK Wạ8 WLP8o "RVWo QQ9 W8"ạQL"QX 8YYRUW U8TXLU89h NY QQ
4L- "QQ U8 "RPSURPLV89 U8XQWLY8X\ 8QVLX\ QQ9 U8PQLQV "QSQUX8 RY PQ&LQK Q VXUVWQQWLQX SQ\P8QWo
LW PQ\ U8 "RQVL98U89 QQ QWWUQ"WLY8 WQUK8Wh NQ VRP8 "QV8Vo QWWQ"&8UV PQ\ 8Y8Q SU8Y8U 4L-V
U8"QXV8 Wạ8LU V8"XULW\ "RQWURXV QU8 X8VV 98Y8XRS89 WạQQ WạRV8 RY XQUK8U RUKQQLVQWLRQVh

“ạ8U8 LV QXVR QQ LPSRUWQQW YLQQQ"LQX 9LP8QVLRQ YRU UXVLQ8VV RZQ8UVh 4L-V PXVW PQLQWQLQ
VXYYL"L8QW ZRU&LQK "QSLWQX WR SQ\ 8PSXR\88V QQ9 P88W Wạ8LU RS8UQWLRQQX RUXLKQWLRQVh ; UQQVRP
98PQQ9 QPRXQWLQK WR ạXQ9U89V RY WạRXVQQ9V RY ”4 9RXXQUV "QQ Wạ8U8YRU8 "U8QW8 QQ LPP89LQW8
QQ9 SRW8QWLQXX\ V8Y8U8 XLTXL9LW\ "ULVLVh

TRU WạLV U8QVRQo UQQVRPZQU8 LV QRW P8U8X\ Q W8"ạQL"QX RU "\U8UV8"XULW\ LVVX8 YRU 4L-Vh NW LV Q
9LU8"W WạU8QW WR UXVLQ8VV "RQWLQXLW\ QQ9 "QQ U8"RP8 Q ạLKạX\ S8UVRQQX "RQ"8UQ YRU YRXQ98UVo
M-3Vo QQ9 UXVLQ8VV RZQ8UV ZạR QU8 U8VSRQVLUX8 YRU 8QVXULQK WạQW Wạ8 RUKQQLVQWLRQ "RQWLQX8V WR
RS8UQW8h
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Lfk1 u-g yLVSXWH kHDGLQHVV DQG WKH wWUDWHJLF 8VH RI fyk

4XHVWLRQ Irbv 6K“Q 8LVSXW“V LQYROYLQJ 92k J\Y“UV“JXULW\k 8LJLWEO SOEW”RUPVk RU W“JKQRORJ\
JRQWUEJWV EULV“k ZK\ PE\ EUYLWUEWLRQ Y“ WK“ Y“VW JKRLJ“–

QU0 ?XX GXDQ -LQKg ;V N P8QWLRQ89 LQ P\ SU8V8QWQWLRQo Zạ8Q U8VRXYLQK "RPSX8[ W8"ạQRXRK\
9LVSXW8Vo "RPP8U"LQX QUULWUQWLRQ RYY8UV YRXU 9LVWLQ"W Q9YQQWQK8V RY8U WUQ9LWLRQQX XLWLKQWLRQq

ǳ LLUVWo QUULWUQWLRQ QXXRZV SQUWL8V WR V8X8"W W8"ạfVQYY\ Q9GX9L"QWRUVh ”QXL&8 VWQQ9QU9 "RXUW
GX9K8Vo ZạR YU8TX8QWX\ XQ"& Wạ8 VS8"LQXL]89 W8"ạQL"QX UQ"&KURXQ9 U8TXLU89 WR LQW8USU8W
"RPSX8[ VRXU"8 "R98o XQ98UVWQQ9 Wạ8 LQWUL"QW8 iUXQ"& UR[i RY ;N QXKRULWạPVo RU 98"LSạ8U
ạRZ VPQUW "RQWUQ"WV Q"WXQXX\ YXQ"WLRQo QUULWUQWRUV "QQ U8 ạQQ9fSL"&89 YRU Wạ8LU VS8"LYL"
8QKLQ88ULQK QQ9 W8"ạQRXRKL"QX Q"XP8Qh “ạLV 8QVXU8V Wạ8 98"LVLRQfPQ&8U WUXX\ XQ98UVWQQ9V
\RXU SUR9X"W QQ9 QYRL9V W8"ạQL"QXX\ YXQZ89 UXXLQKVh

ǳ P“JRQ8o QUULWUQWLRQ KXQUQQW88V QUVRXXW8 "RQYL98QWLQXLW\o ZạL"ạ LV Wạ8 XLY8UXRR9 RY Wạ8 W8"ạ
LQ9XVWU\h DạLX8 WUQ9LWLRQQX "RXUW SUR"889LQKV QU8 LQạ8U8QWX\ SXUXL" ± ULV&LQK Wạ8 "QWQVWURSạL"
8[SRVXU8 RY V8QVLWLY8 LQW8XX8"WXQX SURS8UW\o SURSUL8WQU\ UXVLQ8VV VWUQW8KL8Vo QQ9 SULYQW8
"XL8QW XLVWV WR Wạ8 SU8VV RU "RPS8WLWRUV ± QUULWUQWLRQrV 98YQXXW SULYQ"\ SURW8"WV WạLV YLWQX WUQ98
9QWQ YURP VWQUW WR YLQLVạh

ǳ TKLU8o QUULWUQWLRQ SURYL98V "UX"LQX SUR"89XUQX YX8[LULXLW\ QQ9 Q9YQQ"89 8f9LV"RY8U\o Zạ8U8
QUULWUQX WULUXQQXV "QQ 8VWQUXLVạ WQLXRU89 SUR"89XUQX RU98UVo QXXRZLQK SQUWL8V WR QKU88 RQ
"XVWRPL]89 9QWQ 8[WUQ"WLRQ P8WạR9RXRKL8Vo QXWạRUL]8 Wạ8 XV8 RY ;N YRU “8"ạQRXRK\f;VVLVW89
–8YL8Zo QQ9 8YYL"L8QWX\ Y8ULY\ YRU8QVL" 9LKLWQX 8YL98Q"8 XL&8 V8UY8U XRK YLX8Vh

ǳ LLQEOO\o QUULWUQWLRQ 8QVXU8V KXRUQX 8QYRU"8QULXLW\h -QYRU"LQK Q QQWLRQQX "RXUW GX9KP8QW Q"URVV
URU98UV LV Q QRWRULRXVX\ 9LYYL"XXWo PXXWLfXQ\8U89 UXU8QX"UQWL" SUR"8VVh 2RZ8Y8Uo WạQQ&V WR
Wạ8 gk.w F8Z 6RU& MRQY8QWLRQo QUULWUQX QZQU9V QU8 X8KQXX\ U8"RKQL]89 QQ9 U8Q9LX\
8QYRU"8QUX8 LQ RY8U g,y "RXQWUL8Vh NQ WR9Q\¶V LQW8U"RQQ8"W89 9LKLWQX 8"RQRP\ Zạ8U8 Q VLQKX8
"URVVfURU98U W8"ạQRXRK\ "RQWUQ"W YU8TX8QWX\ LQYRXY8V SQUWL8Vo RYYVạRU8 98Y8XRS8UVo QQ9



,

LQW8UQQWLRQQX "XL8QWVo WạLV URU98UX8VV 8QYRU"8QULXLW\ Q"WV QV \RXU iKRX98Q &8\oi RYY8ULQK Wạ8
PRVW U8XLQUX8 P8"ạQQLVP WR V8"XU8 "RPP8U"LQX ULKạWV QQ9 SURW8"W LQY8VWP8QWV Zạ8Q Q
KXRUQX SQUWQ8U 98YQXXWVh

4XHVWLRQ Ircq sz gtw JRQWtA 3R \RX “[S“JW FL“WQEP“V“ JRXUWV EQ8 EUYLWUEO WULYXQEOV WR 8UEZ
JXL8EQJ“ ”URP ”RU“LJQ JEV“V VXJK EV WK“ 9LU 5EQE8E JKEWYRW JEV“ ZK“Q EVV“VVLQJ OLEYLOLW\ ”RU 92,
J“Q“UEW“8 PLVLQ”RUPEWLRQk RU LV FL“WQEP OLN“O\ WR 8“Y“ORS E 8LVWLQJW ESSUREJK–

QU0 ?XX GXDQ -LQKq TURP P\ SRLQW RY YL8Zo 'L8WQQP8V8 "RXUWV QQ9 QUULWUQX WULUXQQXV ZLXX XL&8X\
XRR& WR XQQ9PQU& YRU8LKQ UXXLQKVo VX"ạ QV Wạ8 ;LU MQQQ9Q "ạQWURW "QV8o QV VWURQK S8UVXQVLY8
KXL98Vh “ạ8V8 LQW8UQQWLRQQX SU8"898QWV 8VWQUXLVạ Q YLWQX "RPP8U"LQX UQV8XLQ8q "RPSQQL8V "QQQRW
9R9K8 X8KQX U8VSRQVLULXLW\ YRU Wạ8 PLVWQ&8V PQ98 U\ ;N V\VW8PV Wạ8\ 98SXR\h NY QQ 8QW8USULV8 XV8V
QQ ;N WRRX WR U8Q8YLW LWV UXVLQ8VVo LW PXVW WQ&8 RZQ8UVạLS RY QQ\ 8UURQ8RXV LQYRUPQWLRQ WạQW V\VW8P
K8Q8UQW8Vh

2RZ8Y8Uo RQ8 WạLQK WR QRW8 LV WạQW QV 'L8WQQP LV Q "LYLX XQZ GXULV9L"WLRQo "RXUWV QQ9 WULUXQQXV ZLXX
QRW UXX8 UQV89 RQ YRU8LKQ "QV8 XQZ QXRQ8h NQVW8Q9o Wạ8\ ZLXX QQ"ạRU WạRV8 KXRUQX SULQ"LSX8V YLUPX\
ZLWạLQ 'L8WQQP¶V "R9LYL89 XQZVh 'L8WQQP8V8 "RXUWV QQ9 QUULWUQX WULUXQQXV ZLXX 8YQXXQW8 ;N XLQULXLW\
XVLQK WạU88 PQLQ X8KQX SLXXQUVq

ǳ “ạ8 MLYLX MR98 byg.q “ạLV ZLXX U8 XV89 WR QVV8VV YQXXWV QQ9 ạQQ9X8 UU8Q"ạ8V RY "RQWUQ"WXQX
RUXLKQWLRQV "QXV89 U\ ;N 8UURUVh

ǳ MRQVXP8U zURW8"WLRQ –8KXXQWLRQVq “ạ8V8 UXX8V ZLXX U8 QSSXL89 WR VạL8X9 XV8UV YURP
PLVX8Q9LQK LQYRUPQWLRQ RU XQYQLU SUQ"WL"8V U8VXXWLQK YURP "RUSRUQW8 ;N WRRXVh

ǳ “ạ8 RQZ RQ ;UWLYL"LQX NQW8XXLK8Q"8 lRQZ FRh gdvmbyb.mW2g.pq “ạLV VS8"LYL" X8KLVXQWLRQ ZLXX U8
XV89 WR 8QYRU"8 "RUSRUQW8 9XWL8V VXUURXQ9LQK ;N WUQQVSQU8Q"\ QQ9 "RQWURXh

NQ VạRUWo ZạLX8 Wạ8 XQ98UX\LQK XRKL" LQ Wạ8V8 9LVSXW8V PLUURUV KXRUQX WU8Q9Vo Wạ8 YLQQX GX9KP8QWV ZLXX
U8 988SX\ URRW89 LQ 'L8WQQPrV VS8"LYL" VWQWXWRU\ YUQP8ZRU&h

4XHVWLRQ IrAq LURP EQ EUYLWUEWRU¶V S“UVS“JWLY“k KRZ 8L””LJXOW LV LW LQ SUEJWLJ“ WR “VWEYOLVK WKEW E
J\Y“UEWWEJN ZEV 8“OLY“UEW“O\ VWEJ“8 UEWK“U WKEQ JEXV“8 Y\ E J“QXLQ“ “[W“UQEO YU“EJK– 6KEW
”RUPV R” ”RU“QVLJ “YL8“QJ“ EQ8 W“JKQLJEO “[S“UWLV“ EU“ J“Q“UEOO\ PRVW S“UVXEVLY“ LQ VXJK JEV“V–

QU0 ?XX GXDQ -LQKq NW LV Y8U\ 9LYYL"XXW YRU QQ QUULWUQWRU WR SURY8 WạQW Q "RPSQQ\ YQ&89 Q "\U8UQWWQ"&
WR K8W RXW RY WURXUX8 RU ạL98 8YL98Q"8h TQ&LQK QQ QWWQ"& LV UQVL"QXX\ YUQX9o ZạL"ạ U8TXLU8V Y8U\
VWURQK SURRYh “ạ8 ULKK8VW SURUX8P LV WạQW Wạ8 Q""XV89 "RPSQQ\ RZQV Wạ8 "RPSXW8UV QQ9 "RQWURXV
Wạ8 LQLWLQX LQY8VWLKQWLRQo KLYLQK Wạ8P Q ạXK8 Q9YQQWQK8h NW LV QXVR WRXKạ WR W8XX Wạ8 9LYY8U8Q"8
U8WZ88Q Q URKX8 8PSXR\88 QQ9 Q U8QX ạQ"&8U ZạR URXKạW Q VWRX8Q SQVVZRU9o 8VS8"LQXX\ VLQ"8
QQ\ PQGRU "RPSXW8U UU8Q"ạ LV QQWXUQXX\ "ạQRWL" QQ9 "RQYXVLQKh

“R YLKXU8 RXW Wạ8 WUXWạo Wạ8 QUULWUQWRU ZLXX XRR& YRU ạQU9 "RPSXW8U 8YL98Q"8 VạRZLQK Wạ8 iạQ"&8UVi
9L9QrW Q"W XL&8 U8QX "\U8U"ULPLQQXVh TQ&8 QWWQ"&V RYW8Q XRR& VXRSS\h TRU 8[QPSX8o Wạ8 UQQVRPZQU8
PLKạW QRW Q"WXQXX\ ZRU&o RU Wạ8 RQX\ YLX8V 98VWUR\89 GXVW ạQSS8Q WR U8 Wạ8 8[Q"W 9R"XP8QWV Q88989
YRU Wạ8 XQZVXLWh NW LV QXVR Y8U\ VXVSL"LRXV LY Wạ8 QWWQ"& VWQUW89 YURP Q "RPSXW8U LQVL98 Wạ8 "RPSQQ\rV
RZQ UXLX9LQK LQ Wạ8 PL99X8 RY Wạ8 QLKạWo RU LY VRP8RQ8 WXUQ89 RYY Wạ8 QQWLYLUXV VRYWZQU8 ULKạW U8YRU8
Wạ8 ạQ"& ạQSS8Q89h

4LQ"8 Wạ8 QUULWUQWRUV QU8 QRW "RPSXW8U 8[S8UWVo Wạ8\ PXVW U8X\ RQ LQ98S8Q98QW "\U8UV8"XULW\
LQY8VWLKQWRUV QQ9 LQ98S8Q98QW 9LKLWQX YRU8QVL"V QQ9 LQ"L98QW U8VSRQV8 YLUPV WR Q""XUQW8X\ LQW8USU8W
WạLV 9QWQh “ạ8\ "QQ W8XX Q "X8QU VWRU\o VạRZLQK ạRZ Wạ8 iQWWQ"&8UVi V&LSS89 QRUPQX VW8SV WạQW U8QX
ạQ"&8UV QXZQ\V ạQY8 WR WQ&8 ZạL"ạ VWURQKX\ SRLQWV WR QQ LQVL98 GRUh ”XWLPQW8X\o Wạ8V8 8[S8UWV ạQY8
WR SURY8 WạQW Wạ8 QWWQ"& GXVW 9R8V QRW PQ&8 V8QV8 YRU Q U8QX ạQ"&8U XRR&LQK WR PQ&8 PRQ8\h “ạLV
PQ\ ạ8XS Wạ8 QUULWUQWRUV V88 WạQW Wạ8 ạLKạX\ "RQY8QL8QW WLPLQK RY Wạ8 iạQ"&i ZQV QR Q""L98QWh



k

mum?uO:kfLhv

f0 1UHDWLHV DQG ?HJLVODWLRQ

gh MRQY8QWLRQ RQ Wạ8 –8"RKQLWLRQ QQ9 -QYRU"8P8QW RY TRU8LKQ ;UULWUQX ;ZQU9Vo BXQ8 gyo
gk.wo ddy ”hFh“h4h d lF8Z 6RU& MRQY8QWLRQph

bh RQZ RQ ;UWLYL"LQX NQW8XXLK8Q"8 byb. lRQZ FRh gdvmbyb.mW2g.ph lbyb.ph

dh RQZ RQ M\U8UV8"XULW\ byb. lRQZ FRh ggPmbyb.mW2g.ph lbyb.ph

vh RQZ RQ EQWQ bybv lRQZ FRh PymbybvmW2g.ph lbybvph

.h RQZ RQ ELKLWQX “UQQVYRUPQWLRQ byb. lRQZ FRh gvwmbyb.mW2g.ph lbyb.ph

Ph RQZ RQ z8UVRQQX EQWQ zURW8"WLRQ byb. lRQZ FRh kgmbyb.mW2g.ph lbyb.ph

,h MLYLX MR98 byg. lRQZ FRh kgmbyg.mW2gdph lbyg.ph

wh E8"U88 FRh gdmbybdmFEfMz RQ z8UVRQQX EQWQ zURW8"WLRQh lbybdph

kh E8"U88 FRh d.Pmbyb.mFEfMz E8WQLXLQK Wạ8 RQZ RQ z8UVRQQX EQWQ zURW8"WLRQh lbyb.ph

gyh TRU8LKQ X8KLVXQWLRQ QQ9 U8KXXQWRU\ LQVWUXP8QWV

ggh z8UVRQQX EQWQ zURW8"WLRQ ;"W bygb l4LQKQSRU8ph lbygbph

m0 LXEOLFDWLRQV

gh jQ&8U L":8Q]L8h lbyb.ph 9QQXEO 8LVSXW“V VXUY“\q T“JKQRORJ\,U“OEW“8 LVVX“V WRS gfgb
8LVSXW“V ULVNh jQ&8U L":8Q]L8h
ạWWSVqmmZZZhUQ&8UP"&8Q]L8h"RPm8QmQ8ZVURRPmbyb.mygmUQ&8UfP"&8Q]L8fQQQXQXf
9LVSXW8VfVXUY8\

bh jQ&8U L":8Q]L8h lbyb.ph NORYEO 8LVSXW“V ”RU“JEVW gfgbh jQ&8U L":8Q]L8h
ạWWSVqmmZZZhUQ&8UP"&8Q]L8h"RPmfmP89LQmYLX8VmLQVLKạWmSXUXL"QWLRQVmbyb.mygmKXRUQXf
9LVSXW8VfYRU8"QVWfbyb.hS9Y

dh 2ҥo Mh lbybPph %Y“U bfp R” EJ“QJL“V EQ8 YXVLQ“VV“V KLW Y\ J\Y“UEWWEJNV LQ gfgbh
'Q-"RQRP\h ạWWSVqmm8QhYQ8"RQRP\hYQmRY8Uf.yfRYfQK8Q"L8VfQQ9fUXVLQ8VV8VfạLWfU\f
"\U8UQWWQ"&VfLQfbyb.hạWP

vh NjL 48"XULW\h lbyb.ph 5RVW R” E 8EWE YU“EJK U“SRUW gfgbh NjLh
ạWWSVqmmZZZhLUPh"RPmU8SRUWVm9QWQfUU8Q"ạ

.h 4QGQ9L8ạo 4ho TQWWRULQLo Rho z8UUQXXWo –ho ’LXo 6ho zQUXLo 'ho 4QQWQUXQV"Lo Rho zQYQo Bho LQVX8Go
Fho ;XWPQQo –ho jU\QGRXYVVRQo -ho jUR9X8\o Mho MXQU&o Bho ELKQXPo 'ho :XPQUo 'ho RQQ9Q\o
Bho R\RQVo “ho LQQ\L&Qo Bho FL8UX8Vo Bh Mho 4ạRạQPo 6ho “QUQVVLo -ho DQX9o –ho DQXVạo “ho
u D8X9o Eh lbybPph TK“ 92 2Q8“[ gfgx EQQXEO U“SRUWh ;N NQ98[ 4W88ULQK MRPPLWW88o
NQVWLWXW8 YRU 2XPQQfM8QW8U89 ;UWLYL"LQX NQW8XXLK8Q"8o 4WQQYRU9 ”QLY8UVLW\h
ạWWSVqmm9RLhRUKmgyhvw..ymQU5LYhbPyPhg.,yw

Ph “ạ8 -"RQRPLVWh lbyg,o LQ\ Pph TK“ ZRUO8¶V PRVW YEOXEYO“ U“VRXUJ“ LV QR ORQJ“U RLOk YXW
8EWEh “ạ8 -"RQRPLVWh ạWWSVqmmZZZh8"RQRPLVWh"RPmX8Q98UVmbyg,my.myPmWạ8fZRUX9VfPRVWf
YQXXQUX8fU8VRXU"8fLVfQRfXRQK8UfRLXfUXWf9QWQ

,h Wj- NQVXUQQ"8 ’URXSh lbyb.ph 5\Y“U WKU“EWVq H“JEO EQ8 SUR”“VVLRQEO V“UYLJ“V V“JWRUh
Wj-h ạWWSVqmmZZZhTU8h"RPmP89LQmTU8mVạQU89mYLX8VmwdbvP,fXSVf"\U8UfWạU8QWfZạLW8SQS8Uf
YLQQXhS9Y

https://www.bakermckenzie.com/en/newsroom/2025/01/baker-mckenzie-annual-disputes-survey
https://www.bakermckenzie.com/en/newsroom/2025/01/baker-mckenzie-annual-disputes-survey
https://www.bakermckenzie.com/-/media/files/insight/publications/2025/01/global-disputes-forecast-2025.pdf
https://www.bakermckenzie.com/-/media/files/insight/publications/2025/01/global-disputes-forecast-2025.pdf
https://en.vneconomy.vn/over-50-of-agencies-and-businesses-hit-by-cyberattacks-in-2025.htm
https://en.vneconomy.vn/over-50-of-agencies-and-businesses-hit-by-cyberattacks-in-2025.htm
https://www.ibm.com/reports/data-breach
https://doi.org/10.48550/arXiv.2606.15708
https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-longer-oil-but-data
https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-longer-oil-but-data
https://www.qbe.com/media/qbe/shared/files/832467-lps-cyber-threat-whitepaper-final.pdf
https://www.qbe.com/media/qbe/shared/files/832467-lps-cyber-threat-whitepaper-final.pdf


gy

wh Wj- NQVXUQQ"8 ’URXSh lbyb.ph G“LPEJLQLQJ JRPP“UJLEO “VSLRQEJ“ EQ8 ”UEX8 LQ WK“ “UE
R” EJ“QWLJ 92h Wj-h ạWWSVqmmZZZhTU8h"RPmP89LQmTU8mQRUWạfQP8UL"QmXVQmS9Yf
YLX8VmU8V8QU"ạfQQ9fLQVLKạWVmQK8QWL"fQLfU8SRUWhS9Y

d0 dDVHV

8QLWHG wWDWHV

gh TKEO“U Yt -“UOPXWW“Uo FRh bdf.bdd l”h4h MRXUW RY ;SS8QXV YRU Wạ8 ELVWUL"W RY MRXXPULQ
MLU"XLWo byb.ph

bh 'tPt 4TXEO 4PSOR\P“QW %SSRUWXQLW\ 5RPPLVVLRQ Yt LTXWRUNURXSo FRh gqbbf"Yfyb.P.
l-hEhFh6h bybdph

dh V3 9Q8“UVRQ 5EQJ“U 5“QW“U Yt 21V 6EWVRQ /“EOWKo FRh vqgwf"YfyyPdv l4hEh “8[h
byg,ph

vh /“ULWEJ“ FEOO“\ /“EOWK P\VW“P Yt 7XEQJ“ 5RPPXQLJEWLRQVk 2QJto FRh bqbyf"YfyyPdg
lDhEh zQh bybyph

dKLQD

.h HL )XQNEL Yt T“QJ“QW T“JKQRORJ\ s1“LMLQJ 2QW“UQ“W 5RXUW 0X8JP“QWk ud 7RY“PY“U gfgwAt

eUDQFH

Ph -EULV 5RXUW R” 9SS“EOk 5EV“ 7Rt u?yfwxux lBX9KP8QW RY , T8UUXQU\ bybyo TUQQ"8ph

dDQDGD

,h VR””EWW Yt 9LU 5EQE8Eo bybv jMM–“ gvk lMQQhph

)))))))))))))))))))))))))))))))))))))

yLVFODLPHUg

TKLV PEW“ULEO ZEV SU“SEU“8 LQ JRQQ“JWLRQ ZLWK WK“ Z“YLQEU ³R,W SLJLWDO 7UDQVIRUPDWLRQ DQG
V\EHU 5HVLOLHQFHv :KDW BXVLQHVVHV LQ 9LHWQDP 6KRXOG 3UHSDUH FRUT´ ”RU J“Q“UEO
LQ”RUPEWLRQEO EQ8 U“”“U“QJ“ SXUSRV“V RQO\k LQJOX8LQJ ”RU OEZ\“UVk YXVLQ“VV“Vk SUEJWLWLRQ“UVk EQ8
RWK“U LQW“U“VW“8 VWEN“KRO8“UVt TK“ YL“ZV EQ8 RSLQLRQV “[SU“VV“8 LQ WKLV 8RJXP“QW EU“ WKRV“ R”
WK“ U“VS“JWLY“ VS“EN“UV EQ8 “[S“UWV LQ WK“ JRQW“[W R” WK“ Z“YLQEU EQ8 8R QRW Q“J“VVEULO\ U“”O“JW
WK“ R””LJLEO SRVLWLRQ R” WK“ FL“WQEP 2QW“UQEWLRQEO 9UYLWUEWLRQ 5“QWU“ sF295A RU WK“ 9XVWUEOLEQ
5KEPY“U R” 5RPP“UJ“ LQ FL“WQEP s9XV5KEP FL“WQEPAt

TKLV PEW“ULEO 8R“V QRW JRQVWLWXW“ O“JEOk SUR”“VVLRQEOk RU RWK“U E8YLJ“ EQ8 VKRXO8 QRW Y“ U“OL“8
XSRQ EV E VXYVWLWXW“ ”RU E8YLJ“ WELORU“8 WR VS“JL”LJ JLUJXPVWEQJ“Vt 9Q\ U“”“U“QJ“ EQ8 JLWEWLRQ WR
WKLV U“V“EUJK PE8“ Y\ E WKLU8 SEUW\ VKEOO QRW Y“ YEOL8 RU U“JRJQL]“8 Y\ F295 EQ8yRU 9XV5KEP
FL“WQEPt

https://www.qbe.com/media/qbe/north-america/usa/pdf-files/research-and-insights/agentic-ai-report.pdf
https://www.qbe.com/media/qbe/north-america/usa/pdf-files/research-and-insights/agentic-ai-report.pdf



